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About the document

This document describes principles of connecting and program interfaces of the payment gate.

Terms

® 3D Secure (Verified by Visa) is a technology developed by Visa that allows to perform additional authorization for a client on the side of
the issuing bank.

® ACS is acronym for Access Control Server which is an element of 3D Secure infrastructure that ensures validation of the payer by the
issuing bank.

® Merchant Plugin Interface (MPI) is a component of 3D Secure technologies that may be implemented in the payment gate or on the
merchant's side.

® SecureCode is a technology developed by MasterCard that allows to perform additional authorization for a client on the side of the
issuing bank. Practically the same as the 3-D Secure technology. Further in the document both technologies will be referred to as 3D
Secure.

® Bank card is a plastic card linked to one or more bank accounts and is used to pay for goods and services including payments through
the Internet.

® Acquiring bank is the bank that implements and runs the payment gate.
® Issuing bank is the bank that issued a client's bank card.

® Refund is a partial or full refund to the payer's card in case of refusal from goods (services) or refund of goods. The operation of money
return is performed after money withdrawal from the payer's account.

® Two-phase payment is operation on goods/services payment carried out through the Interned with use of bank card, which requires
additional confirmation. Two-phase mechanism allows to divide a process into checking of bank card paying capacity (authorization) and
money withdrawal (financial confirmation). At the first step of two-phase payment bank card paying capacity is checked and money on the
Client's account are blocked.

® Order — basic entity of the system, it describes an order in a certain internet store or an analogue thereof. Each order has an amount.
® Merchant — Trade and Service Company (TSC), selling goods or providing services through the Internet.

® Mobile payment page - functionality of a mobile and ordinary payment pages is the same. Mobile version differs in the layout, that takes
into account the need for a compact and high-quality display of the page on the screens of mobile devices.

® |PS is acronym for International Payment System (e.g. Visa or MasterCard).

® One-phase payment -- operation on goods/services payment carried out through the Interned with use of bank card, which does not
require additional confirmation.

® Reversal is the unlocking of funds on the payer's account. This feature is available for a limited time, the exact terms to be specified in the
bank.

® Payment form is an HTML page that clients use to enter payment properties.

® Payment details — details used by a user to pay an order. Generally, details include card number, expiration date, CVC



® Payment gate of Bank-acquirer (PG) — automated system allowing a Merchant to receive and a Client to send payments through the
Internet using bank cards.

Introduction

Internet-acquiring is up-to-date way of goods or services selling through the public Internet using bank cards.

Due to peculiarities of purchasing through the Internet there is a necessity to ensure the safe interaction of the parties involved in the operation of
goods/services selling — client, merchant and bank-acquirer.

The merchant planning to sell goods or services through the Internet by bank cards should carry out certain procedures to ensure payment
security:

® At the moment of key data transferring (personal data, bank cards details) the interaction with the client should be performed with use of
cryptographic means (SSL/TLS).

® |nformation on the current payment (amount, currency, order description) and the result of the payment should be effectively protected
from interference of intruders.

® At the moment of payment procedures of checking of card belonging to the client should be applied.

To meet these requirements the Bank-acquirer uses a specialized technology 3DSecure, developed by International Payment Systems Visa
International and MasterCard (Verified by Visa and MasterCard SecureCode) to ensure the safety of Internet payments.

As a technology platform a payment gate is used. It allows a merchant to carry out necessary safety procedures without a significant restructuring
of the Internet store site and business processes existing.

Connection

For connection to the system the merchant provides:

1. HTML-page (with graphics and CSS and other pluggable objects) that displays the payment form. Requirements to this page are
described in " Payment page design" document.

As a result of connection the store receives:

1. Login — name of the merchant in the payment gate. It is used only for operations performed by API.
2. Password — password of the merchant in the payment gate. It is used only for operations performed by API.

Interaction between systems during a payment

There are two possible cases for payment: the first case is with the card being involved with a 3D Secure technology, and the second one is with
the card being not involved in 3D.

Interaction scheme of the process using 3D Secure
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Description:

1. The client forms an order using the online shop of the merchant.

2. When the order is confirmed by the client, the merchant system registers the order in the payment gate. The following parameters are
used for order registering: amount to be charged and currency of the expected payment, internal order number and merchant URL for
client redirecting after payment.

3. The payment gate responds with a unique identifier of the registered order and with a URL of the payment form that the client should be
redirected to.

4. Merchant system redirects the client to the URL generated in the previous step.

5. Client's browser opens the URL.

6. As aresult, the browser opens the payment form.

7. The client fills in the form and sends the data to the payment gate server.

8. The payment gate checks if the specified card is involeved into 3D Secure (SecureCode).

9. The gate redirects the client's browser to the ACS page of the issuer bank (this step is mandatory for 3D Secure processing).

10. Client's browser requests authorization form from the ACS (each issuer implements this step in it's own way).

11. ACS sends the form to the client.

12. Client fills in this form and sends the data back to ACS.

13. ACS processes the data and (regardless of the result) redirects the client's browser to a page of the payment gate. Along with it the URL
of the page browser receives enciphered authorization results.

14. Client's browser opens the page, passing authorization results to the payment gate.

15. The payment gate performs the payment.

16. When the payment is processed, the payment gate sends the return URL to the client's browser (specified by the merchant during the
order registration).

17. Client's browser requests the payment results page from the merchant.

18. The merchant system requests the payment state from the payment gate using the order identifier assigned by the gate earlier.

19. The payment gate returns the payment status.

20. The merchant system sends the page with payment results to the client's browser.

Steps 18 and 19 are not mandatory, merchants can skip them in their implementation of the process.

Interaction scheme of the process not using 3-D Secure
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Description:

1. The client places the order in the online shop of the merchant.

2. When the order is confirmed by the client, the merchant system registers the order in the payment gate. The following parameters are
used for order registering: amount to be charged, currency of the expected payment, internal order number and URL for the client to
return to after payment.

3. The payment gate responds with a unique identifier of the registered order and with a URL of the payment form that the user should be
redirected to.

4. Merchant system redirects the client to the URL generated in the previous step.

5. Client's browser opens the URL.

6. As aresult, the browser opens the payment form.

7. The client fills in the form and sends the data to the payment gate server.

8. The payment gate performs the payment after reseiving of payment details.

9. When the payment is processed, the payment gate sends the return URL to the client's browser (specified by the merchant during the
order registration).

10. Client's browser requests the payment results page from the merchant.

11. The merchant system requests the payment status from the payment gate using the order identifier assigned by the gate earlier.
12. The payment gate returns the payment status.

13. The merchant system sends page with the payment results to the client's browser.

If the Client does not return to the merchant page of payment results (to the Client's return URL) after 20 minutes allotted for a payment, the
payment is considered to be a failure.

Under the request of the merchant the status of order payment can be changed manually by Bank employees after checking of transaction status
in bank systems. In this case after confirmation of order status change the merchant can make repeated request for status of order payment
(steps 18-19).

After step 20 the on-line interaction between the store and the payment gate ends. Further operations on the payment completion (in case of
two-step payment), payment cancellation and money return are performed in off-line mode.

Scheme of implementation on the merchant's side

There are several automatic interactions between a merchant and the payment gate:

® 2,3 in both schemes,
® 19, 20 in the first one,
® 11 and 12 in the second one.

These interactions are synchronous, i.e. requesting side must wait for a response or timeout to continue. Interactions are also unilateral: the
merchant system sends requests to the payment gate, not the other way. To implement these interactions developers can use API provided by
the payment gate, which consists of 2 requests:

1. Register order.
2. Get information about order status.

There are 2 versions of the API:

® Web-services implementation (SOAP);
® REST implementation.

Note: The client has limited time for payment - 20 minutes from order registration. Attempt to perform the payment after 20 minutes causes
displaying of the error page.

Algorithm for connecting to the payment gate

1. Receive logins and passwords for the test server.

2. Design the payment page.

3. Upload archived payment page files to the test server.
4. Test the payment page:

® using REST / Web-service interface
® using form of order registering
® using console.

5. When integration and the page are ready, ask the support group (rbssupport@bpc.ru) to verify your payment page. If the verification is
successful, the support group will transfer the payment page to the production server.

6. Receive login and password pair (or pairs, for multiple users) for the production server.



7. Reconfigure the merchant's system for using the production server as the payment gate.

8. Try paying for an order with a real card (it's recommended to use both 3DS and SSL cards for testing to be thorough).

9. Reverse and refund these payments via the console.

10. Inform the bank about the start of commercial use of the gate. (Sign the act of internet shop readiness).

Web-service interface

Description (WSDL) of the service can be found on the test server that is available without restrictions. For the exact address see "Address data
for connections" section.

For successful authorization purposes each request should include login and password of the merchant that were produced during registration of
the merchant. Values of the login and password are sent in the format described in the WS-Security specification, authorization type User naneTo
ken. Header for such authorization looks something like this:

<wsse:Security xmIns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmIns:wsu="http://docs.oas
is-open.org/wss/2004/01/oasis-200401-wss-%20wssecurity-utility-1.0.xsd">
<wsse:UsernameToken wsu:ld="UsernameToken-87">

<wsse:Username>aa</wsse:Username>
<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#Password Text">123456</

wsse:Password>
</wsse:UsernameToken>
</wsse:Security>

Requests for one- and two-phase schemes may differ. Requests for each scheme are described below.

If the Error code = 0, it means that the request is processed by the Payment gate without system errors. Error code does not show the status of

the order.
To get the status of an order you should use the request get Or der St at us or get Or der St at usExt ended.

One-phase payment requests

Order registration request
Order registration request, r egi st er Or der , is described in WSDL of the service.

This request is used for registering orders.

Request parameters:

Name Type Mandatory = Description

merchantOrderNumber AN..32  yes Number (identifier) of the order in the merchant system. It is unique within the system

description AN..512 no Free-formed description of the order.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 no Code of the payment currency (according to ISO 4217). If it is not specified in the request, the default value is
used.

language A2 no Code of the language (according to ISO 639-1) that the payment page should be displayed in. If it is not
specified, the system uses the default language from the merchant settings.

pageView A7 no This parameter indicates a type of device used -- mobile device (pageVi ew=MOBI LE) or desktop (pageVi ew

=DESKTOP). Depending on this parameter value the response will contain a link to a mobile payment page

or an ordinary payment page.
The default value is " DESKTOP" .


http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-%20wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-%20wssecurity-utility-1.0.xsd
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText%22%3E123456%3C/wsse:Password
http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText%22%3E123456%3C/wsse:Password

sessionTimeoutSecs N...9 no Duration of the session in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains " expi r at i onDat e" parameter, the parameter " sessi onTi meout Secs" is ignored
bindingld AN..255 no Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the r egi st er Or der request, that means:
1. This order may be payed only by binding;

2. The payer will be redirected to a payment page, where entering of CVC only is required.

expirationDate ANS no Order expiration date. Format: yyyy- Mi dd' T' HH: nm ss. If this parameter is not specified, the " sessi on
Ti meout Secs" parameter is used to determine an order life time.

returnUrl AN..512 yes Web address that the client should be redirected after successful payment.

failUrl AN..512 no Web address that the client should be redirected if the payment failed.

params no An additional tag with the attributes for passing additional parameters of the merchant.*

If notification of the client is switched on for the merchant, this tag should contain parameter " ermai | " which
value is client's email.

clientld AN..255 no Number of the client (identifier) in the merchant system. It is used to realise binding functionality. The request
may contain this parameter only if the merchant is allowed to use bindings.

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in
registers. Fields " or der Nunber " and its "descri pti on" are sent to the bank processing by default (not more than 99 simbols,
the following simbols are forbidden to use — %, +, \r, \n).

This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must
contain N par ans tags, where the " nane" attribute contains the name and " val ue" attribute contains the value:

Name Type Mandatory ~ Description
name  AN..20 yes Name of the additional parameter
value AN..1024 yes Value of the additional parameter

Response parameters:

Name Type Mandatory = Description

orderld ANS36 no Order number in the payment gate. It is unique within the gate. Absent if order registration failed (error is described by
the er r or Code parameter).

formUrl AN..512 no URL of the payment form that the client's browser should be redirected to. Absent if order registration failed (error is
described by the er r or Code parameter).

errorCode N3 no Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the | anguage parameter of the request.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

1 Incorrect order number

1 Order with this number is already registered in the system
3 Unknown currency

4 Empty emount



4 Order number is empty

5 Unknown language

5 Amount is invalid

5 Access denied

5 The user must change his password
7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:registerOrder>
<order merchantOrderNumber="78ds901234567890" description=""amount="15000" currency="" language="
" pageView="DESKTOP" sessionTimeoutSecs="" bindingld="" expirationDate="2014-09-08T14:14:14">
<returnUrl> http://example.ru?page=result </returnUrl>
<failUrl>http://example.ru?page2=result</failUrl>
<params name="" value=""/>
<clientld>666</clientld>
</order>
</mer:registerOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmiIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:registerOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderld="05fcbc62-7ee6-4f1a-b3d5-6ca41a982283" errorCode="0" errorMessage="Success">
<formUrl>
https://server/applicaton_context/payment_ru.html?mdOrder=05fcbc62-7ee6-4f1a-b3d5-6ca41a982283 </formUrl>
</return>
</ns1:registerOrderResponse>
</soap:Body>
</soap:Envelope>

Order reversal request

To reverse an order use the r ever seOr der request. This functionflity is available for a limited period, that is specified by the Bank.

The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.



The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory = Description
orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
message will be stated in this language.

Response parameters:

Name Type Mandatory  Description
errorCode N3 no Code of the error that occurred during reversal.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Reversal is impossible for current transaction state
7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc
hant">
<soapenv:Header/>
<soapenv:Body>
<mer:reverseOrder>
<order language="en" orderld="f88a2bbf-2021-4ccc-8783-8a13068a89f9">
<|-Zeroormore Tepetitions:->
<params name="" value=""/>
</order>
</mer:reverseOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example;

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:reverseOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return errorCode="7" errorMessage="Reversal is impossible for current transaction state"/>
</ns1:reverseOrderResponse>
</soap:Body>
</soap:Envelope>
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http://engine.paymentgate.ru/webservices/merchant
http://ns1reverseOrderResponse

Refund request

Use r ef undOr der request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory ~ Description
orderld ANS36 vyes Order number in the payment gate. It is unique within the gate.
refundAmount N..5 yes Refund amount in the order currency. May be less or equal to the current charged amount (which is lowered by

previous refunds).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.
Error messages will be stated in this language.

Response parameters:

Name Type Mandatory  Description
errorCode N3 no Code of the error that occurred in the process of the refund.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

5 Amount is invalad

6 Incorrect order number

7 Refund is impossible for current transaction state
7 Refund amount exceeds deposited amount

7 System error

Request example:



<soapenv:Envelope xmlIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:refundOrder>
<order language="" orderld="4302d369-a5e8-4432-a5e5-42acfab52c¢86" refundAmount="20000">
<I--Zero or more repetitions:-->
<params name="" value=""/>
</order>
</mer:refundOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:refundOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="7" errorMessage="Refund amount exceeds deposited amount"/>
</ns1:refundOrderResponse>
</soap:Body>
</soap:Envelope>

Order status request

To inquire state of a registered order, use the get Or der St at us request.

The order status must be determined by the value of or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory  Description

orderld ANS36 yes Order identifier in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error

messages, if any, will be returned in this language.

Response parameters:

Name Type Mandatory  Description

orderStatus N2 no This paramater shows order status in the payment gate. Possible values are listed in the table below.

Parameter is absent if no order with the specified ID was found.

errorCode N3 no Code of the error that occurred in the course of processing the request.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.
orderNumber AN..32 yes Order number (identifier) in the merchant's system

pan N..19 no Masked number of the card that was used for payment. Specified only for paid orders.
expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.



amount N..20
currency N3
approvalCode ANG6
authCode N3

ip AN..20
date ANS
orderDesctiption AN..512

actionCodeDesctiption  AN..512

Element bindinglInfo:

clientld

bindingld

AN..255

AN..255

yes
no
no

no

no

yes

yes

yes

no

no

Order amount in minimal currency units (e.g. cents)
Code of the payment's currency (according to ISO 4217).
IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and processing system
authorization code.

IP address of the computer that the order initiated on.
Date of order registration
Order description that was sent during registration

Description of action code the language specified in the Language field of the request.

Number of the client (identifier) in the merchant's system. Transferred, when order is registred. Present only if
creation of ligaments is allowed for merchant.

Identificator of the ligament created while paying an order or used to pay for. Present only if creation of
ligaments is allowed for merchant.

The or der St at us field may have the following statuses:

State number  Description

0

1

The order is registered, but not paid yet.

Pre-authorisation amount was held (for two-phase payment)

The amount was deposited successfully

Authorization reversed

Transaction was refunded

Authorization through the issuer's ACS initiated

Authorization declined

Possible codes for errors (the er r or Code field):

Value

0

1

Description

No system error.

Order with this number is already registered in the system.

Payment is declined

The user must change his password

Access denied
[orderld] is empty
Unknown order id

System error

Request example:



<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc
hant">
<soapenv:Header/>
<soapenv:Body>
<mer:getOrderStatus>
<order orderld="b1221b79-5703-42c9-a4b1-ed0d0f36493e" language="en"/>
</mer:getOrderStatus>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getOrderStatusResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderStatus="2" errorCode="0" orderNumber="456789012345678" pan="411111**1111" expiration="201512"
cardholderName="Ivan" amount="15000" currency="643" approvalCode="123456" authCode="2" ip="212.5.125.194"
date="2013-09-03T16:48:52.459+04:00" orderDescription="" actionCodeDescription="Request processed successfully" clientld="666"
bindingld="df0b1801-a754-4576-b174-c2485d98bc9b"/>
</ns1:getOrderStatusResponse>
</soap:Body>
</soap:Envelope>

Extended order status request

To inquire about state of a registered order, use the getOrderStatusExtended request.

Request parameters:

Name Type Mandatory  Description

orderld ANS36 yes* Order identifier in the payment gate. Unique within the gate.

merchantOrderNumber AN..32 yes* Order number (identifier) in the merchant'system

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's

settings. Error messages, if any, will be returned in this language.

* It is necessary to specify whether orderld or merchantOrderNumber in the request. If the request contains both parameters, orderld is a priority.

There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version", specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless gerOrderStatusExtended version.

Name Type Mandatory  Description
orderNumber AN..32 yes Order number (identifier) in the merchant's system
orderStatus N2 no State of the order in the payment gate. The value

is selected from the list below. Absent if no order
with the specified ID was found.

actionCode N3 yes Processing system authorization code.

actionCodeDescription AN..512  yes Action code description on the language passed in
the parameter Language"

errorCode N3 no Code of the error that occurred in the course of
processing the request.

errorMessage AN..512 no Description of the error in the language specified
in the Language field of the request.

amount N..20 yes Order amount in minimal currency units (e.g.
cents)
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currency

date
orderDescription

ip

cardAuthinfo (element has structure which includes the list of elements
secureAuthinfo type and maskedPan, expiration, cardholderName and
approvalCode attributes):

maskedPan

expiration

cardholderName

approvalCode

secureAuthinfo (element includes eci element and elements of threeDSlInfo
type, which is a list of cavv and xid):

eci

cavv

xid

BindingInfo (element consits of clientld and bindingld):

clientld

bindingld

Response parameters for versions 02, 03:

N3

ANS
AN..512

AN..20

N6

A..64

ANG

N..4

ANS..200

ANS..80

AN..255

AN..255

no

yes
no

yes

no

no

no

no

no

no

no

no

no

Code of the payment's currency (according to ISO
4217).If not specified, the default value is used.

Date of order registration.
Free-formed description of the order.

IP address of the computer that the order initiated
on.

Masked number of the card that was used for
payment. Specified only for paid orders.

Card expiration date in the YYYYMM format.
Specified only for paid orders.

Cardholder name. Specified only for paid orders.

IPS authorization code.Specified only for paid
orders. The field has fixed length of six characters,
it can contain both numbers and letters.

Electronic Commerce Indicator. Set just after the
payment order in the case of a permit

Cardholder Authentication Verification Value. Set
just after the payment order in the case of a
permit.

Electronic Commerce Transaction Identifier.Set
just after the payment order in the case of a
permit.

Client number (ID) in the shop system, transferred
during the order registration. Presents only if a
shop is allowed to create bindings.

Binding identifier created during order payment or
used for payment. Presents only if a shop is
allowed to create bindings.

If getOrderStatusExtended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory  Description

authDateTime ANS no Authorisation date and time
authRefNum  AN..24 no Reference number
terminalld AN..10 no Terminal Id

Response parameters for version 03:

If getOrderStatusExtended version is 03, the following parameters are also returned along with parameters described above.

Name

paymentAmountinfo element (consists of approvedAmount,
depositedAmount, refundedAmount and paymentState parameters):

approvedAmount

depositedAmount
refundedAmount

paymentState

Type

N..20
N..20
N2

Mandatory

no

no

no

no

Description

Amount hold on the client's card (only for two-phase
payments)

Amount confirmed for deposit
Refund amount

Payment state



banklInfo element (consist of bankName,
bankCountryCode and bankCountryName parameters):

bankName AN..200 no
bankCountryCode AN..4 no
bankCountryName AN..160 no

The OrderStatus field may have the following statuses:

State number Description

0

The order is registered, but not paid yet.

Pre-authorisation amount was held (for two-phase payment)
The amount was deposited successfully

Authorization reversed

Transaction was refunded

Authorization through the issuer's ACS initiated.

Authorization declined.

Possible codes for errors (the errorCode field):

Value Description

0

1

No system error

Expected [orderld] or [orderNumber]
Access denied

The user must change his password
Order not found

System error

Request example:

Name of issuing bank
Code of issuing bank country

Country of issuing bank in language specified in language
parameter or in user language if language parameter
is empty

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc
hant">

<soapenv:Header/>
<soapenv:Body>
<mer:getOrderStatusExtended>
<order orderld="942e8534-ac73-4e3c-96c6-f6cc448018f7" language="en">
<!-Optiomat->
<merchantOrderNumber> </merchantOrderNumber>
</order>
</mer:getOrderStatusExtended>
</soapenv:Body>

</soapenv:Envelope>

Response example:
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<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getOrderStatusExtendedResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderNumber="0s7a84sPe49Hdsddd0134567a0" orderStatus="2" actionCode="0" actionCodeDescription="Request processed
successfully" amount="33000" currency="643" date="2013-11-13T16:51:02.785+04:00" orderDescription="" errorCode="0"
errorMessage="Success">
<attributes name="mdOrder" value="942e8534-ac73-4e3c-96c6-f6cc448018f7"/>
<cardAuthlnfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<authDateTime>2013-11-13T16:51:02.898+04:00</authDate Time>
<terminalld>111113</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="33000" depositedAmount="33000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Russian Federation"/>
</return>
</ns1:getOrderStatusExtendedResponse>
</soap:Body>
</soap:Envelope>

3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the verifyEnroliment request.

Request parameters:

Name Type Mandatory ~ Description

pan N12..19 yes Card number.

Response parameters:

Name Type Mandatory  Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode = AN..4 no Country code of the issuer bank

Possible codes for errors (the errorCode field):

Value Description

0 No system error

1 PAN not specified

1 PAN must be a number from 13 to 19 digits
5 Access denied

5 User must change his password

6 No info found for specified PAN

7 System error

Request example:


http://schemas.xmlsoap.org/soap/envelope/
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<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc

hant">
<soapenv:Header/>
<soapenv:Body>
<mer:verifyEnrollment>
<pan>4111111111111111</pan>
</mer:verifyEnrollment>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ns1:verifyEnrolimentResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return isEnrolled="Y" emitterName="TEST CARD" emitterCountryCode="RU" errorCode="0"/>
</ns1:verifyEnrolimentResponse>
</soap:Body>
</soap:Envelope>

Request for additional parameters adding

To add new additional parameters to an order use addParams request.

If there is an additional parameter in the order and a parameter with the same name is going to be added, the latest passed value of the
parameter will be saved in the order.

Request parameters:
Name Type Mandatory  Description
orderld ANS36 yes Order number in the payment gate. It is unique within the gate.

Tag of additional parameters - params:

name AN..20 yes Name of the additional parameter

value AN..1024 vyes Value of the additional parameter

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 yes Code of the error.
errorMessage AN..512 no Description of the error. Is absent if the request is successful.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 User must change his password
6 orderld is not specified

6 Incorrect orderld format
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7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:addParams>
<request orderld="02988563-0cc4-4109-84ed-15781f0d718e">
<l--Zero or more repetitions:-->
<params name="Param1" value="Param1"/>
<params name="Param2" value="Param2"/>
</request>
</mer:addParams>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:addParamsResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0"/>
</ns1:addParamsResponse>
</soap:Body>
</soap:Envelope>

Payment statistics for a specified period

get Last Or der sFor Mer chant s method allows you to obtain statistics on payments for a certain period.

Request parameters:

Name Type  Mandatory  Description

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error messages, if
any, will be returned in this language.

page N no The result of the request processing is a report divided into pages (each page contains si ze records).
The response will return a page at number specified in this parameter. Page numbering starts at 0.
If page parameter is not specified in the request, the response will return page number 0.

size N..3 yes Number of records on one page (maximum value is 200).

from ANS yes Date and time of the report period beginning. Format is YYYY-MM-DDTHH:mm:ss

to ANS yes Date and time of the report period end. Format is YYYY-MM-DDTHH:mm:ss

transactionStates A..9 yes This block is designed to specify order states you need to be included into the report. Possible values: CREATED, APPROVED,

DEPOSITED, DECLINED, REVERSED, REFUNDED.

merchants ANS yes List of merchant Logins. Only transactions of specified merchants will be included into the report. Leave this field empty to receive
transactions of all available merchants.



Response parameters:

Name Type Mandatory ~ Description

errorCode N..2 yes Code of the error that occurred in the course of the report processing. Description of possible codes is represented in the table below -
"Possible codes for errors (the er r or Code field)".

errorMessage AN..512 no Description of the error. Present only in case of error (er r or Code is not 0).

orderStatuses Blocks containing data on orders in the report. See the table below - "Parameters of or der St at uses tags".
totalCount N yes Total account of orders in the report (on all pages).

page N yes The number of the current page (it is equal to the page parameter, transferred in the request).

pageSize N..3 yes Maximum number of orders on one page of the report (it is equal to the si ze parameter, transferred in the request).

Parameters of or der St at uses tags:

Name Type Mandatory ~ Description
orderNumber AN..32 vyes Order number (identifier) in the merchant's system
orderStatus N..2 yes State of the order in the payment gate. The value is selected from the list below. Possible values are represented in the table

below - "The or der St at us field".

actionCode N..3 yes Processing system authorization code.

actionCodeDescription AN..512 yes Action code description in the language specified in the parameter | anguage of the request.

amount N..20 yes Order amount in minimal currency units.

currency N3 yes Code of the payment's currency (according to ISO 4217).1f not specified, assumed to be default currency.

date ANS yes Date of order registration.

orderDescription AN..512 no Free-formed description of the order from the order registration request.

ip AN..20 no IP address of the payer.

errorCode N..2 yes Error code.

merchantOrderParams no Tag with attributes, used to pass merchant additional parameters. See the table below - "Parameters of ner chant Or der Par anms t
ag".

attributes yes Order attributes in the payment system (order number). See the table below - "Parameters of at tri but es tag".

cardAuthinfo no Tag with payment attributes. See the table below - "MapameTpsl 6noka car dAut hl nf o".

bindingInfo no Tag with information on binding used for payment. See the table below - "Parameters of bi ndi ngl nf o tag".

authDateTime ANS no Date and time of payment authorization.

terminalld AN..10 no Terminal ID.

authRefNum AN.24 no Reference number.

paymentAmountinfo no Tag with information on approved amount, deposited amount and refund.

See the table below - "Parameters of paynent Anount | nf o tag".

bankinfo no Tag with information on Issuing Bank. See the table below - "Parameters of bank! nf o tag".

Parameters of mer chant Or der Par ans tag:

Name  Type Mandatory  Description
name AN..20 yes Name of the merchant additional parameter.
value AN..1024 yes Value of the merchant additional parameter.

Parameters of at t ri but es tag:

Name  Type Mandatory ~ Description
name A7 yes Attribute name - "mdOrder".

value ANS36 vyes Attribute value - order identifier in the payment system (unique in the system).



Parameters of car dAut hl nf o tag:

Name Type  Mandatory  Description
maskedPan N..19 no Masked number of the card that was used for payment.
expiration N6 no Card expiration date in the YYYYMM format.
cardholderName A..64 no Cardholder name.
approvalCode ANG6 no IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

Parameters of bi ndi ngl nf o tag:

Name Type Mandatory ~ Description

clientld AN..255 no Client number (ID) in the merchant system.

bindingld AN..255 no Identifier of the binding used for payment.

Parameters of payment Anount | nf o tag:

Name Type Mandatory Description

paymentState N..9 no Payment state.
approvedAmount N..20 no Amount confirmed for deposit.
depositedAmount N..20  no Deposited amount.
refundedAmount N..20 no Refund amount.

Parameters of bankl nf o tag:

Name Type Mandatory  Description

bankName AN..200 no Name of the Issuing Bank .

bankCountryCode AN..4 no Code of the Issuing Bank country.

bankCountryName AN..160 no Country of the Issuing Bank in language specified in | anguage parameter or in user language if | anguage parameter is empty.

The or der St at us field may have the following statuses:

Value  Description

0 The order is registered, but it is not paid yet.

1 Pre-authorisation amount is held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the Issuer's ACS initiated.

6 Authorization declined

Possible codes for errors (the er r or Code field):



Value  Description

0 No system error

5 Mandatory fild is empty

5 Value of t ransact i onSt at es parameter is invalid
7 System error

10 Parameter si ze exceeds maximum value

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:getLastOrdersForMerchants>
<request language="en">
<page>0</page>
<size>200</size>
<l-- Optional: -->
<from>2014-09-10T00:00:00</from>
<l-- Optional: -->
<t0>2014-11-11T00:00:00</to>
<l-- Optional: -->
<transactionStates>
<I-- Zero or more repetitions: -->
<transactionStates>DEPOSITED</transactionStates>
</transactionStates>
<l-- Optional: -->
<merchants>
<I-- Zero or more repetitions: -->
<merchants> </merchants>
</merchants>
</request>
</mer:getLastOrdersForMerchants>
</soapenv:Body>
</soapenv:Envelope>

Response example:



<soap:Envelope xmiIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getLastOrdersForMerchantsResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0">

<orderStatuses orderNumber="58drs0Pes459Hdsddd0567a0" orderStatus="2" actionCode="0" actionCodeDescription="Request

processed successfully" amount="250000" currency="810" date="2014-10-28T12:40:49.233+04:00" orderDescription="Opisanie"
ip="212.5.125.194" errorCode="0">

<merchantOrderParams name="registr1" value="registr1"/>
<attributes name="mdOrder" value="{1a3365b-542c-4c8d-b34c-e9a7ee8dbcOc"/>
<cardAuthinfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<bindinglnfo clientld="666" bindingld="1eabfb8e-b90e-4dc8-bef6-14bd392b1cec"/>
<authDateTime>2014-10-28T12:41:01.207+04:00</authDateTime>
<terminalld>111113</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="250000" depositedAmount="250000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Russian Federation"/>

</orderStatuses>

<orderStatuses orderNumber="57drs0Pes459Hdsddd0567a0" orderStatus="2" actionCode="0" actionCodeDescription="Request

processed successfully" amount="250000" currency="810" date="2014-10-28T12:34:37.286+04:00" orderDescription="Opisanie"
ip="212.5.125.194" errorCode="0">

<merchantOrderParams name="registr1" value="registr1"/>
<attributes name="mdOrder" value="09489184-bc5e-44a7-b6c4-3calfeb8ef69"/>
<cardAuthinfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<bindinglnfo clientld="666" bindingld="1eabfb8e-b90e-4dc8-bef6-14bd392b1cec"/>
<authDateTime>2014-10-28T12:34:56.046+04:00</authDateTime>
<terminalld>111113</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="250000" depositedAmount="250000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Russian Federation"/>
</orderStatuses>
<totalCount>2</totalCount>
<page>0</page>
<pageSize>200</pageSize>

</return>
</ns1:getLastOrdersForMerchantsResponse>
</soap:Body>

</soap

:Envelope>

Two-phase payment requests

Order preauthorization request

Order preauthorization request is called r egi st er Or der Pr eAut h. It is used for registering an order with preauthorization.

Request parameters:

Name Type Mandatory  Description

merchantOrderNumber AN..32  yes Number (identifier) of the order in the merchant system. It is unique within the system

description AN..512 no Free-formed description of the order.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 no Code of the payment currency (according to ISO 4217). If it is not specified in the request, the default value is
used.

language A2 no Code of the language (according to ISO 639-1) that the payment page should be displayed in. If it is not
specified, the system uses the default language from the merchant settings.

pageView A7 no This parameter indicates a type of device used -- mobile device (pageVi ew=MBI LE) or desktop (pageVi ew

=DESKTOP). Depending on this parameter value the response will contain a link to a mobile payment page
or an ordinary payment page

By default pageVi ew=MOBI LE.



sessionTimeoutSecs N...9 no Duration of the session in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter sessi onTi meout Secs is ignored.

bindingld AN..255 no Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the r egi st er Or der request, that means:

1. This order may be payed only by binding;
2. The payer will be redirected to a payment page, where entering of CVC only is required.

expirationDate ANS no Order expiration date. Format: yyyy- Mt dd' T' HH: nm ss. If this parameter is not specified, the sessi onT
i meout Secs parameter is used to determine an order life time.

returnUrl AN..512 yes Web address that the client should be redirected after successful payment.
failUrl AN..512 no Web address that the client should be redirected if the payment failed.
params no

An additional tag with the attributes for passing additional parameters of the merchant.”

If notification of the client is switched on for the merchant, this tag should contain parameter " ermai | " which
value is client's email.

clientld AN..255 no Number of the client (identifier) in the merchant system. It is used to realise binding functionality. The request
may contain this parameter only if the merchant is allowed to use bindings.

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in
registers. Fields " or der Nunber " and its "descri pti on" are sent to the bank processing by default (not more than 99 simbols,

the following simbols are forbidden to use - %, +, \r, \n).

This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must
contain N Params tags, where the " nanme" attribute contains the name and " val ue" attribute contains the value:

Name Type Mandatory  Description
name  AN..20 yes Name of the additional parameter
value AN..1024 vyes Value of the additional parameter

Response parameters:

Name Type Mandatory  Description

orderld ANS36 no Order number in the payment gate. It is unique within the gate. Absent if order registration failed (error is described by
the er r or Code parameter).

formUrl AN..512 no URL of the payment form that the client's browser should be redirected to. Absent if order registration failed (error is
described by the er r or Code parameter).

errorCode N3 no Code of the error that occurred during registration of the order.

errorMessage AN..512 no Description of the error in the language specified in the | anguage parameter of the request.

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

1 Incorrect order number

1 Order with this number is already registered in the system
3 Unknown currency

4 Empty emount



4 Order number is empty

4 Empty return URL

5 Two-phase payment is not allowed
5 Unknown language

5 Amount is invalid

5 Access denied

5 The user must change his password
7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:registerOrderPreAuth>
<order merchantOrderNumber="asuaakdfadsfasdfasdd5" description=""amount="10000" currency=
language="ru" pageView="DESKTOP" sessionTimeoutSecs="" bindingld=""
expirationDate="2014-09-08T14:14:14">
<returnUrl> http://ya.ru </returnUrl>
<failUrl>http://example.ru?page2=result</failUrl>
<params name="" value=""/>
<clientld>7777</clientld>
</order>
</mer:registerOrderPreAuth>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:registerOrderPreAuthResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderld="5e5dc6bd-dee3-4c96-849a-09f3f575f4b6" errorCode="0" errorMessage="YcnewHo">
<formUrl> https://server/merchants/rbs/payment_ru.htmlI?mdOrder=5e5dc6bd-dee3-4c96-849a-09f3f575f4b6
</formUrl>
<[return>
</ns1:registerOrderPreAuthResponse>
</soap:Body>
</soap:Envelope>



Request for completion of a preauthorized order

To deposit payment for a preauthorized order use the deposi t Or der request. This request is not available by default.

Request parameters:

Name Type Mandatory  Description
orderld ANS36 yes Order number in the payment gate. Unique within the gate.
depositAmount N..5 yes Deposit amount in the order currency. Can be less or equal to the preauthorized amount. Cannot be less than 1

standard currency unit (e.g. 1 euro, currency used depends on the system configuration).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.
Error message will be returned in this language.

Response parameters:

Name Type Mandatory Description
errorCode N3 no Code of the error that occurred during deposit.
errorMessage AN..512 no Description of the error in the language specified by the Language parameter of the request.

Attention!!! If you specify zero in "DepositAmount" parameter, completion occurs for the entire pre-authorized amount.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 deposited amount is exceeding approved amount

5 deposit amount must be at least 1 ruble or equal to zero
5 Access denied

5 The user must change his password

6 No such order

6 [orderld] is empty

7 Payment must be in approved state

7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc
hant">
<soapenv:Header/>
<soapenv:Body>
<mer:depositOrder>
<order language="ru" orderld="4302d369-a5e8-4432-a5e5-42acfab52c86" depositAmount="30000">
<!--Zero or more repetitions:-->
<params name="?" value="?"/>
</order>
</mer:depositOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example:


http://schemas.xmlsoap.org/soap/envelope/
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<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:depositOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return errorCode="6" errorMessage="HeBepHbIln HOmMmep 3aka3a"/>
</ns1:depositOrderResponse>
</soap:Body>
</soap:Envelope>

Order reversal request

To reverse an order use the r ever seOr der request. This functionflity is available for a limited period, that is specified by the Bank.
The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory ~ Description
orderld ANS36 yes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
message will be stated in this language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Code of the error that occurred during reversal.
errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 No such order

7 Reversal is impossible for current transaction state
7 System error

Request example:


http://schemas.xmlsoap.org/soap/envelope/
http://engine.paymentgate.ru/webservices/merchant

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc

hant">
<soapenv:Header/>
<soapenv:Body>

<mer:reverseOrder>
<order language="en" orderld="f88a2bbf-2021-4ccc-8783-8a13068a89f9">

<|-Zeroormore Tepetitions:->
<params name="" value=""/>
</order>
</mer:reverseOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example;

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ns1:reverseOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return errorCode="7" errorMessage="Reversal is impossible for current transaction state"/>

</ns1:reverseOrderResponse>
</soap:Body>
</soap:Envelope>

Refund request

Use r ef undOr der request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory  Description

orderld ANS36 yes Order number in the payment gate. It is unique within the gate.

refundAmount N..5 yes Refund amount in the order currency. May be less or equal to the current charged amount (which is lowered by
previous refunds).

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages will be stated in this language.

Response parameters:
Name Type Mandatory ~ Description

errorCode N3 no Code of the error that occurred in the process of the refund.

errorMessage AN..512 no Description of the error in the language specified in the Language field of the request.

Possible codes for errors (the errorCode field):

Value Description
0 No system error
5 Access denied

5 The user must change his password
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5 [orderld] is empty

5 Amount is invalad

6 Incorrect order number

7 Refund is impossible for current transaction state
7 Refund amount exceeds deposited amount

7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:refundOrder>
<order language="" orderld="4302d369-a5e8-4432-a5e5-42acfab52c¢86" refundAmount="20000">

<l--Zero or more repetitions:-->
<params name=""value=""/>
</order>
</mer:refundOrder>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:refundOrderResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="7" errorMessage="Refund amount exceeds deposited amount"/>
</ns1:refundOrderResponse>
</soap:Body>
</soap:Envelope>

Order status request

To inquire state of a registered order, use the get Or der St at us request.

The order status must be determined by the value of or der St at us parameter.
aut hCode field is deprecated.

Request parameters:
Name Type Mandatory ~ Description

orderld ANS36 vyes Order identifier in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error
messages, if any, will be returned in this language.

Response parameters:



Name

orderStatus

errorCode
errorMessage
orderNumber
pan

expiration
cardholderName
amount
currency
approvalCode

authCode

ip
date

orderDesctiption

Type Mandatory

N2 no
N3 no
AN..512 no
AN..32 yes
N..19 no
N6 no
A..64 no
N..20 yes
N3 no
AN6 no
N3 no
AN..20 no
ANS yes
AN..512 yes

actionCodeDesctiption AN..512 yes

Element bindingInfo:

clientld

bindingld

AN..255 no

AN..255 no

Description

This paramater shows order status in the payment gate. Possible values are listed in the table below.
Parameter is absent if no order with the specified ID was found.

Code of the error that occurred in the course of processing the request.

Description of the error in the language specified in the Language field of the request.

Order number (identifier) in the merchant's system

Masked number of the card that was used for payment. Specified only for paid orders.

Card expiration date in the YYYYMM format. Specified only for paid orders.

Cardholder name. Specified only for paid orders.

Order amount in minimal currency units (e.g. cents)

Code of the payment's currency (according to ISO 4217).

IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and processing system
authorization code.

IP address of the computer that the order initiated on.
Date of order registration
Order description that was sent during registration

Description of action code the language specified in the Language field of the request.

Number of the client (identifier) in the merchant's system. Transferred, when order is registred. Present only if
creation of ligaments is allowed for merchant.

Identificator of the ligament created while paying an order or used to pay for. Present only if creation of
ligaments is allowed for merchant.

The or der St at us field may have the following statuses:

State number
0

1

Description

The order is registered, but not paid yet.

Pre-authorisation amount was held (for two-phase payment)

The amount was deposited successfully

Authorization reversed

Transaction was refunded

Authorization through the issuer's ACS initiated

Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error.

1 Order with this number is already registered in the system.
2 Payment is declined

5 The user must change his password

5 Access denied

5 [orderld] is empty



6 Unknown order id

7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc
hant">

<soapenv:Header/>

<soapenv:Body>

<mer:getOrderStatus>
<order orderld="b1221b79-5703-42c9-a4b1-ed0d0f36493e" language="en"/>

</mer:getOrderStatus>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ns1:getOrderStatusResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderStatus="2" errorCode="0" orderNumber="456789012345678" pan="411111**1111" expiration="201512"

cardholderName="Ivan" amount="15000" currency="643" approvalCode="123456" authCode="2" ip="212.5.125.194"
date="2013-09-03T16:48:52.459+04:00" orderDescription="" actionCodeDescription="Request processed successfully" clientld="666"
bindingld="df0b1801-a754-4576-b174-c2485d98bc9b"/>
</ns1:getOrderStatusResponse>
</soap:Body>
</soap:Envelope>

Extended order status request
To inquire about state of a registered order, use the getOrderStatusExtended request.

Request parameters:

Name Type Mandatory  Description
orderld ANS36 yes* Order identifier in the payment gate. Unique within the gate.
merchantOrderNumber AN..32 yes* Order number (identifier) in the merchant'system

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's

language A2 no
settings. Error messages, if any, will be returned in this language.

* It is necessary to specify whether orderld or merchantOrderNumber in the request. If the request contains both parameters, orderld is a priority.
There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version", specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless gerOrderStatusExtended version.

Name Type Mandatory ~ Description
orderNumber AN..32 yes Order number (identifier) in the merchant's system
orderStatus N2 no State of the order in the payment gate. The value
is selected from the list below. Absent if no order
with the specified ID was found.
actionCode N3 yes Processing system authorization code.
AN..512  vyes Action code description on the language passed in

actionCodeDescription
the parameter Language"
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errorCode

errorMessage

amount

currency

date
orderDescription

ip

cardAuthinfo (element has structure which includes the list of elements
cardholderName and

secureAuthinfo type and maskedPan, expiration,
approvalCode attributes):

maskedPan

expiration

cardholderName

approvalCode

secureAuthinfo (element includes eci element and elements of threeDSInfo

type, which is a list of cavv and xid):

eci

cavv

xid

BindinglInfo (element consits of clientld and bindingld):

clientld

bindingld

Response parameters for versions 02, 03:

N3 no
AN..512  no
N..20 yes
N3 no
ANS yes
AN..512 no
AN..20 yes
N..19 no
N6 no
A..64 no
ANG6 no
N..4 no
ANS..200 no
ANS..80 no
AN..255 no
AN..255  no

Code of the error that occurred in the course of
processing the request.

Description of the error in the language specified
in the Language field of the request.

Order amount in minimal currency units (e.g.
cents)

Code of the payment's currency (according to ISO
4217).If not specified, the default value is used.

Date of order registration.
Free-formed description of the order.

IP address of the computer that the order initiated
on.

Masked number of the card that was used for
payment. Specified only for paid orders.

Card expiration date in the YYYYMM format.
Specified only for paid orders.

Cardholder name. Specified only for paid orders.

IPS authorization code.Specified only for paid
orders. The field has fixed length of six characters,
it can contain both numbers and letters.

Electronic Commerce Indicator. Set just after the
payment order in the case of a permit

Cardholder Authentication Verification Value. Set
just after the payment order in the case of a
permit.

Electronic Commerce Transaction Identifier.Set
just after the payment order in the case of a
permit.

Client number (ID) in the shop system, transferred
during the order registration. Presents only if a
shop is allowed to create bindings.

Binding identifier created during order payment or
used for payment. Presents only if a shop is
allowed to create bindings.

If getOrderStatusExtended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory  Description

authDateTime ANS no

authRefNum  AN..24 no Reference number

terminalld AN..10 no Terminal Id

Response parameters for version 03:

Authorisation date and time

If getOrderStatusExtended version is 03, the following parameters are also returned along with parameters described above.

Name

paymentAmountinfo element (consists of approvedAmount,
depositedAmount, refundedAmount and paymentState parameters):

Type Mandatory  Description



approvedAmount N..20 no
depositedAmount N..20 no
refundedAmount N..20 no
paymentState N2 no

banklInfo element (consist of bankName,
bankCountryCode and bankCountryName parameters):

bankName AN..200 no
bankCountryCode AN..4 no
bankCountryName AN..160 no

The OrderStatus field may have the following statuses:

State number  Description

0 The order is registered, but not paid yet.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated.

6 Authorization declined.

Possible codes for errors (the errorCode field):

Value Description

0 No system error

1 Expected [orderld] or [orderNumber]
5 Access denied

5 The user must change his password
6 Order not found

7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:getOrderStatusExtended>
<order orderld="9ffd04cb-5449-4183-b238-7d24b5b0fede" language="ru">
<l--Optional:-->
<merchantOrderNumber>?</merchantOrderNumber>
</order>
</mer:getOrderStatusExtended>
</soapenv:Body>
</soapenv:Envelope>

Amount hold on the client's card (only for two-phase
payments)

Amount confirmed for deposit
Refund amount

Payment state

Name of issuing bank
Code of issuing bank country

Country of issuing bank in language specified in language
parameter or in user language if language parameter
is empty



Response example:

<soap:Envelope xmiIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getOrderStatusExtendedResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return orderNumber="3456789012345678" orderStatus="2" actionCode="0" actionCodeDescription="3anpoc ycnewHo obpaboTaH"
amount="15000" currency="643" date="2013-09-03T15:47:18.315+04:00" orderDescription=""ip="212.5.125.194" errorCode="0"
errorMessage="YcneLwHo">
<merchantOrderParams name="?" value="?"/>
<attributes name="mdOrder" value="f7146c2c-bc20-49d5-9f8d-c1b0216e7294"/>
<cardAuthInfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<bindinglInfo clientld="666" bindingld="df0b1801-a754-4576-b174-c2485d98bc9b"/>
<authDateTime>2013-09-03T15:47:18.423+04:00</authDate Time>
<terminalld>999999</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="15000" depositedAmount="15000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Poccus"/>
</return>
</ns1:getOrderStatusExtendedResponse>
</soap:Body>
</soap:Envelope>

3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the verifyEnroliment request.

Request parameters:

Name Type Mandatory ~ Description

pan N12..19 vyes Card number.

Response parameters:

Name Type Mandatory  Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode AN..4 no Country code of the issuer bank

Possible codes for errors (the errorCode field):

Value Description

0 No system error

1 PAN not specified

1 PAN must be a number from 13 to 19 digits
5 Access denied

5 User must change his password

6 No info found for specified PAN

7 System error


http://schemas.xmlsoap.org/soap/envelope/
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Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc

hant">
<soapenv:Header/>
<soapenv:Body>
<mer:verifyEnroliment>
<pan>4111111111111111</pan>
</mer:verifyEnroliment>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ns1:verifyEnrolimentResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return isEnrolled="Y" emitterName="TEST CARD" emitterCountryCode="RU" errorCode="0"/>
</ns1:verifyEnrolimentResponse>
</soap:Body>
</soap:Envelope>

Request for additional parameters adding

To add new additional parameters to an order use addParams request.

If there is an additional parameter in the order and a parameter with the same name is going to be added, the latest passed value of the
parameter will be saved in the order.

Request parameters:

Name Type Mandatory ~ Description

orderld ANS36 yes Order number in the payment gate. It is unique within the gate.
Tag of additional parameters - params:

name AN..20 yes Name of the additional parameter

value AN..1024 yes Value of the additional parameter

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 yes Code of the error.
errorMessage AN..512 no Description of the error. Is absent if the request is successful.

Possible codes for errors (the errorCode field):

Value Description
0 No system error
5 Access denied

5 User must change his password
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6 orderld is not specified
6 Incorrect orderld format

7 System error

Request example:

<soapenv:Envelope xmlIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:addParams>
<request orderld="02988563-0cc4-4109-84ed-15781f0d718e">
<!--Zero or more repetitions:-->
<params name="Param1" value="Param1"/>
<params name="Param?2" value="Param2"/>
</request>
</mer:addParams>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:addParamsResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0"/>
</ns1:addParamsResponse>
</soap:Body>
</soap:Envelope>

Payment statistics for a specified period

get Last Or der sFor Mer chant s method allows you to obtain statistics on payments for a certain period.

Request parameters:

Name Type Mandatory  Description

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings. Error messages, if
any, will be returned in this language.

page N no The result of the request processing is a report divided into pages (each page contains si ze records).
The response will return a page at number specified in this parameter. Page numbering starts at 0.
If page parameter is not specified in the request, the response will return page number 0.

size N..3 yes Number of records on one page (maximum value is 200).

from ANS yes Date and time of the report period beginning. Format is YYYY-MM-DDTHH:mm:ss

to ANS yes Date and time of the report period end. Format is YYYY-MM-DDTHH:mm:ss

transactionStates  A..9 yes This block is designed to specify order states you need to be included into the report. Possible values: CREATED, APPROVED,

DEPOSITED, DECLINED, REVERSED, REFUNDED.



merchants ANS

yes

Response parameters:

Name Type

errorCode N..2

errorMessage AN..512
orderStatuses
totalCount N

page N
pageSize N..3

Mandatory

yes

no

yes

yes

yes

List of merchant Logins. Only transactions of specified merchants will be included into the report. Leave this field empty to receive
transactions of all available merchants.

Description

Code of the error that occurred in the course of the report processing. Description of possible codes is represented in the table below -
"Possible codes for errors (the er r or Code field)".

Description of the error. Present only in case of error (er r or Code is not 0).

Blocks containing data on orders in the report. See the table below - "Parameters of or der St at uses tags".
Total account of orders in the report (on all pages).

The number of the current page (it is equal to the page parameter, transferred in the request).

Maximum number of orders on one page of the report (it is equal to the si ze parameter, transferred in the request).

Parameters of or der St at uses tags:

Name
orderNumber

orderStatus

actionCode
actionCodeDescription
amount

currency

date

orderDescription

ip
errorCode

merchantOrderParams

attributes
cardAuthinfo
bindingInfo
authDateTime
terminalld
authRefNum

paymentAmountinfo

bankinfo

Type Mandatory  Description

AN..32 yes
N..2 yes
N..3 yes
AN..512 yes
N..20 yes
N3 yes
ANS yes
AN..512 no
AN.20 no
N..2 yes
no
yes
no
no
ANS no
AN..10 no
AN..24  no
no
no

Order number (identifier) in the merchant's system

State of the order in the payment gate. The value is selected from the list below. Possible values are represented in the table
below - "The or der St at us field".

Processing system authorization code.

Action code description in the language specified in the parameter | anguage of the request.

Order amount in minimal currency units.

Code of the payment's currency (according to ISO 4217).If not specified, assumed to be default currency.
Date of order registration.

Free-formed description of the order from the order registration request.

IP address of the payer.
Error code.

Tag with attributes, used to pass merchant additional parameters. See the table below - "Parameters of ner chant Or der Par ans t
ag".

Order attributes in the payment system (order number). See the table below - "Parameters of at tri but es tag".
Tag with payment attributes. See the table below - "MapameTpbl 6noka car dAut hl nf o".

Tag with information on binding used for payment. See the table below - "Parameters of bi ndi ngl nf o tag".
Date and time of payment authorization.

Terminal ID.

Reference number.

Tag with information on approved amount, deposited amount and refund.
See the table below - "Parameters of paynent Anount | nf o tag".

Tag with information on Issuing Bank. See the table below - "Parameters of bank!| nf o tag".

Parameters of mer chant Or der Par ans tag:

Name  Type Mandatory

name AN..20 yes
value AN..1024 vyes

Parameters of at t ri but es tag:

Description

Name of the merchant additional parameter.

Value of the merchant additional parameter.



Name  Type Mandatory ~ Description

name A7 yes Attribute name - "mdOrder".

value ANS36 yes Attribute value - order identifier in the payment system (unique in the system).

Parameters of car dAut hl nf o tag:

Name Type  Mandatory  Description
maskedPan N..19 no Masked number of the card that was used for payment.
expiration N6 no Card expiration date in the YYYYMM format.
cardholderName A..64 no Cardholder name.
approvalCode ANG6 no IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

Parameters of bi ndi ngl nf o tag:

Name Type Mandatory ~ Description

clientld AN..255 no Client number (ID) in the merchant system.

bindingld AN..255 no Identifier of the binding used for payment.

Parameters of payment Anount | nf o tag:

Name Type Mandatory Description

paymentState N..9 no Payment state.
approvedAmount N..20 no Amount confirmed for deposit.
depositedAmount N..20  no Deposited amount.
refundedAmount N..20 no Refund amount.

Parameters of bankl nf o tag:

Name Type Mandatory  Description

bankName AN..200 no Name of the Issuing Bank .

bankCountryCode AN..4 no Code of the Issuing Bank country.

bankCountryName AN..160 no Country of the Issuing Bank in language specified in | anguage parameter or in user language if | anguage parameter is empty.

The or der St at us field may have the following statuses:

Value  Description

0 The order is registered, but it is not paid yet.

1 Pre-authorisation amount is held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the Issuer's ACS initiated.



6 Authorization declined

Possible codes for errors (the er r or Code field):

Value  Description

0 No system error

5 Mandatory fild is empty

5 Value of t r ansact i onSt at es parameter is invalid
7 System error

10 Parameter si ze exceeds maximum value

Request example:

<soapenv:Envelope xmlins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:getLastOrdersForMerchants>
<request language="en">
<page>0</page>
<size>200</size>
<l-- Optional: -->
<from>2014-09-10T00:00:00</from>
<l-- Optional: -->
<t0>2014-11-11T00:00:00</to>
<l-- Optional: -->
<transactionStates>
<I-- Zero or more repetitions: -->
<transactionStates>DEPOSITED</transactionStates>
</transactionStates>
<l-- Optional: -->
<merchants>
<I-- Zero or more repetitions: -->
<merchants> </merchants>
</merchants>
</request>
</mer:getLastOrdersForMerchants>
</soapenv:Body>
</soapenv:Envelope>

Response example:



<soap:Envelope xmiIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getLastOrdersForMerchantsResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0">
<orderStatuses orderNumber="58drs0Pes459Hdsddd0567a0" orderStatus="2" actionCode="0" actionCodeDescription="Request
processed successfully" amount="250000" currency="810" date="2014-10-28T12:40:49.233+04:00" orderDescription="Opisanie"
ip="212.5.125.194" errorCode="0">
<merchantOrderParams name="registr1" value="registr1"/>
<attributes name="mdOrder" value="{1a3365b-542c-4c8d-b34c-e9a7ee8dbcOc"/>
<cardAuthinfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<bindinglnfo clientld="666" bindingld="1eabfb8e-b90e-4dc8-bef6-14bd392b1cec"/>
<authDateTime>2014-10-28T12:41:01.207+04:00</authDateTime>
<terminalld>111113</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="250000" depositedAmount="250000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Russian Federation"/>
</orderStatuses>
<orderStatuses orderNumber="57drs0Pes459Hdsddd0567a0" orderStatus="2" actionCode="0" actionCodeDescription="Request
processed successfully" amount="250000" currency="810" date="2014-10-28T12:34:37.286+04:00" orderDescription="Opisanie"
ip="212.5.125.194" errorCode="0">
<merchantOrderParams name="registr1" value="registr1"/>
<attributes name="mdOrder" value="09489184-bc5e-44a7-b6c4-3calfeb8ef69"/>
<cardAuthinfo maskedPan="411111**1111" expiration="201512" cardholderName="lvan" approvalCode="123456"/>
<bindinglnfo clientld="666" bindingld="1eabfb8e-b90e-4dc8-bef6-14bd392b1cec"/>
<authDateTime>2014-10-28T12:34:56.046+04:00</authDateTime>
<terminalld>111113</terminalld>
<authRefNum>111111111111</authRefNum>
<paymentAmountinfo paymentState="DEPOSITED" approvedAmount="250000" depositedAmount="250000" refundedAmount="0"/>
<bankInfo bankName="TEST CARD" bankCountryCode="RU" bankCountryName="Russian Federation"/>
</orderStatuses>
<totalCount>2</totalCount>
<page>0</page>
<pageSize>200</pageSize>
</return>
</ns1:getLastOrdersForMerchantsResponse>
</soap:Body>
</soap:Envelope>

REST interface

Interactions are implemented as HTTP requests with GET or POST methods to certain URLs, separate for each individual request type
(see "Address data for connections" section for exact addresses). Parameters of interactions are sent as parameters of GET or POST requests;
values should be URL encoded.

Result of processing the request returns as a JSON object. Example:
{"errorCode":"12","errorMessage":"Empty amount"}

For authorization purposes each request should include login and password of the merchant that were produced during its registration. Login and
password values are sent as the following parameters:

Name Type Mandatory ~ Description
userName AN..30 yes Login of a user received during registration.
password AN..30 vyes Password of a user received during registration.

Requests for one- and two-phase schemes may differ. Requests for each scheme are described below.
All text fields must have UTF-8 encoding.

Special characters in REST requests must be screened in accordance with the URL-code. The table of characters is represented here - http://web
-developer.name/urlcode/. For example, password "qwe?rt%y" should be transferred as "qwe%0Frt%25y".

If the Error code = 0, the request was processed by the Payment gate without system errors (error code does not show the status of the order).


http://web-developer.name/urlcode/
http://web-developer.name/urlcode/

To get the status of an order should use the request get Or der St at us or get Or der St at usExt ended.

Testing of REST requests in an Internet browser

Testing of REST requests with simultaneous work with administrative console in the same Internet browser will entail errors in the console. If you
login in the console, then execute one or more REST requests in the other tab, any try to perform an action in the console after that cause an
error. To make administrative console work correctly:

® In some cases it is enough to logout and login again;
® Sometimes it is necessary to delete cookie files or to wait untill the session timeout.

Such situation may be avoided due to one of the following ways:

® Use incognito mode for REST requests, while working in the administrative console in the regular window;
® Use different Internet browsers for REST requests and administrative console.

One-phase payment requests

Order registration request

To register an order use r egi st er . do request (see "Address data for connections" section).

This request is designed for registering orders in the payment gate.

Request parameters:

Name Type Mandatory
userName AN..30 yes
password AN..30 yes
orderNumber AN..32 yes
amount N..20 yes
currency N3 yes
returnUrl AN..512  vyes
failUrl AN..512 no
description AN..512 no
language A2 no
pageView AT no
clientld AN..255 no
jsonParams AN..1024 no
sessionTimeoutSecs N...9 no
expirationDate ANS no

Description

Merchant's login received during registration.

Merchant's password received during registration.

Number (identifier) of the order in the merchant's system.

Order amount in minimal currency units (e.g. cents).

Code of the payment currency, according to 1ISO 4217.

Web address that the client should be redirected to after successful payment.
Web address that the client should be redirected if the payment failed.
Free-formed description of the order.

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's
settings.

This parameter indicates a type of device used — mobile device (pageVi ew=MOBI LE) or desktop (pageVi ew=
DESKTOP). Depending on this parameter value the response will contain a link to a mobile payment page or an
ordinary payment page.

The default value is " DESKTOP" .

Client number (ID) in the shop system. It is used for bundles functionality implementation. Presents only if a
shop is allowed to create links.

Fields of additional information for storage, the type is { " par ani' : "val ue", " paranR": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers.* This functionality can
be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this block should contain parameter " enai | * which
value is client's email.

Duration of the session in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise — the default value
(1200 seconds - 20 minutes).

If the request contains " expi r at i onDat e" parameter, the parameter " sessi onTi neout Secs" is ignored.

Order expiration date. Format: yyyy- Mt dd' T' HH: nm ss. If this parameter is not specified, the " sessi onT
i meout Secs" parameter is used to determine an order life time.



bindingld

Response

Name

orderld

formUrl

errorCode

errorMess:

AN..255 Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the r egi st er Or der request, that means:
1. This order may be payed only by binding;
2. The payer will be redirected to a payment page, where entering of CVC only is required.
* Fields "orderNumber" and its "description" are sent to the bank processing by default (not more than 99 simbols, the
following simbols are forbidden to use - %, +, \r, \n).
parameters:
Type Mandatory  Description
ANS36 no Order number in the payment gate. Unique within the gate. Absent if order registration failed (error is described in
ErrorCode).
AN..512 no URL of the payment form that the client should be redirectd to. Absent if order registration failed (error is described in
ErrorCode).
N3 no Code of the error that occurres during registration.
age AN..512 no Description of the error in the language sent in the Language parameter of the request.

Error codes (values of the errorCode field)
Errors classification:

Value
0

1

Description

No system error.

Order number is duplicated, order with given order number is processed already
Unknown currency

Mandatory request parameter was not specified

Erroneous value of a request parameter.

System error.

Possible error messages:

Value

0

1

errorMessage

No system error

Order with this number was already processed.
Order with this number was registered, but was not paid off.
Invalid orderNumber

Unknown currency.

Order number is empty

Empty merchant user name

Empty amount

Return URL cannot be empty

Password cannot be empty

Wrong amount.



5 Wrong value of the Language parameter.

5 Access denied

5 The user must change his password
5 Invalid [jsonParams]

7 System error

GET Request example:

https://server/application_context/rest/register.do?amount=100&currency=810&language=ru&orderNumber=8765432
1&password=password&returnUrl=finish.html&userName=userName&jsonParams={"orderNumber":1234567890}&pa

geView=MOBILE&expirationDate=2014-09-08T14:14:14

POST Request example:

amount=100&currency=810&language=ru&orderNumber=87654321&returnUrl=finish.html&jsonParams={"orderNum
ber":1234567890}&pageView=MOBILE&expirationDate=2014-09-08T14:14:14

Response example:

{"orderld":"70906e55-7114-41d6-8332-4609dc6590f4","formUrl":"https://server/application_context/merchants/test/m
obile_payment_ru.html?mdOrder=70906e55-7114-41d6-8332-4609dc6590f4"}

Order reversal request
To cancel payment of the order, use r ever se. do request. This functionflity is available for a limited period, that is specified by the Bank.
The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.



Response parameters:

Name Type Mandatory  Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)

Error classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Wrong order number.

7 Payment must be in a correct state.

7 Reversal is impossible. Reason: wrong internal values, check hold and deposited amounts.
7 System error.

GET request example:

https://server/application_context/rest/reverse.do?language=en&orderld=80c45f2e-8db4-4d20-9324-5b784a1fd8c3&
password=password&userName=userName

POST request example:

language=en&orderld=80c45f2e-8db4-4d20-9324-5b784a1fd8c3

Response example:



{"errorCode":"0","errorMessage":"Success"}

Refund request

Use r ef und. do request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.
amount N..20 yes Order amount in minimal currency units (e.g. cents).

Response parameters:

Name Type Mandatory = Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)

Classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password
5 [orderld] is empty

6 Wrong order number.

7 Payment must be in a correct state.



7 Wrong deposit amount (less than 1 currency unit, e.g. 1 euro).

7 System error.

GET Request example:

https://server/application_context/rest/refund.do?amount=500&currency=643&language=ru&orderld=5e97e3fd-1d20-
4b4b-a542-f5995f5e8208&password=password&userName=userName

POST Request example:

amount=500&currency=643&language=ru&orderld=5e97e3fd-1d20-4b4b-a542-f5995f5e8208

Response example:

{"errorCode":0}

Order state request

To get the current state of a registered order send data with get Or der St at us. do method (GET or POST) to the corresponding URL (see
"Address data for connections" section).

The order status should be determined by the value of Or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:

Name Type Mandatory  Description

OrderStatus N2 no This paramater shows order status in the payment gate. Possible values are listed in the table
below. Parameter is absent if no order with the specified ID was found.

ErrorCode N3 no Error code.
ErrorMessage AN..512 no Description of the error in the language sent in the Language parameter of the request.

OrderNumber AN..32 yes Number (identifier) of the order in the merchant's system.



Pan N..19 no Masked number of the card that was used in payment. Specified only for paid orders.

expiration N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

cardholderName A..64 no Cardholder name. Specified only for paid orders.

Amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 no Code of the payment currency, according to 1ISO 4217.

approvalCode ANG no IPS authorization code. The field has fixed length of six characters, it can contain both numbers
and letters.

authCode N3 no This parameter is deprecated. Its value is always "2", regardless of the order status and

processing system authorization code.
Ip AN..20 no IP address of the user who payed for the order.

bindingInfo (element consits of
clientld and bindingld):

clientld AN..255 no Number of the client (identifier) in the merchant's system. Used to implement a functional of
ligament.May be present, if the merchant is allowed to create the ligament.

bindingld AN..255 no Identificator of the ligament created while paying an order or used to pay for. Present only if
creation of ligaments is allowed for merchant.

The Or der St at us field may have the following values:

State number  Description

0 Order registered, but not paid off.

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded.

5 Authorization through the issuer's ACS initiated

6 Authorization declined

Error codes (values of the Er r or Code fi el d)

Value Description

0 No system error

2 The order is declined because of an error in the payment credentials.
5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Unregistered Orderld

GET Request example:



https://server/application_context/rest/getOrderStatus.do?
orderld=b8d70aa7-bfb3-4f94-b7bb-aec7273e1fce&language=en&password=password&userName=userName

POST Request example:

orderld=b8d70aa7-bfb3-4f94-b7bb-aec7273e1fce&language=en

Response example:

{"expiration":"201512","cardholderName":"tr
tr","depositAmount":789789,"currency":"810","approvalCode":"123456","authCode":2,"clientld":"666","bindingld":"07a
90a5d-cc60-4d1b-a9eb-ffd15974a74f","ErrorCode":"0","ErrorMessage":"Success","OrderStatus":2,"OrderNumber":"2
3asdafaf',"Pan":"411111**1111","Amount":789789}

Extended order state request

To inquire about state of a registered order, use the getOrderStatusExtended request.

Request parameters

Name Type Mandatory  Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 vyes Merchant's password received during registration.

orderld ANS36 yes* Order number in the payment gate. Unique within the gate.

orderNumber AN..32 yes* Number (identifier) of the order in the merchant's system.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

* It is necessary to specify whether orderld or orderNumber in the request. If the request contains both parameters, orderld is a priority.
There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version", specified in merchant settings.

Response parameters for versions 01, 02,03:
The following parameters are returned regardless gerOrderStatusExtended version.

Name Type Mandatory  Description

orderNumber AN..32 yes Number (identifier) of the order in the
merchant's system.

orderStatus N2 no Order status in the payment gate. The value is
selected from the variants listed below. Absent,
if no matching order was found.

actionCode N3 yes Processing system authorization code.

actionCodeDescription AN..512  vyes Action code description on the language
passed in the parameter "Language”.

errorCode N3 no Error code.



errorMessage

amount

currency

date

orderDescription

ip

cardAuthinfo (element has structure which includes the list of elements

secureAuthinfo type and maskedPan, expiration,
approvalCode attributes):

pan

expiration

cardholderName

approvalCode

secureAuthinfo (element includes eci element and elements of threeDSInfo

type, which is a list of cavv and xid):

eci

cavv

xid

cardholderName and

BindingInfo (element consits of clientld and bindingld):

clientld

bindingld

Response parameters for versions 02, 03:

AN..512  no

N..20 yes
N3 no
ANS yes
AN..512 no
N.. yes
N..19 no
N6 no
A..64 no
ANG6 no
N..4 no
ANS..200 no
ANS..80 no
AN..255 no
AN..255 no

Description of the error in the language sent in
the Language parameter of the request.

Order amount in minimal currency units (e.g.
cents).

Code of the payment currency, according to
1ISO 4217. If not specified, the default value is
used.

Date of order registration.
Free-formed description of the order.

IP address of the user who payed for the order.

Masked number of the card that was used in
payment. Specified only for paid orders.

Card expiration date in the YYYYMM format.
Specified only for paid orders.

Cardholder name. Specified only for paid
orders.

IPS authorization code. The field has fixed
length of six characters, it can contain both
numbers and letters.

Electronic Commerce Indicator. Set just after
the payment order in the case of a permit.

Cardholder Authentication Verification Value.
Set just after the payment order in the case of
a permit

Electronic Commerce Transaction Identifier.Set
just after the payment order in the case of a
permit.

Client number (ID) in the shop system,
transferred during the order registration.
Presents only if a shop is allowed to create
links.

The identifier of a link created during order
payment or used for payment. Presents only if
a shop is allowed to create links.

If getOrderStatusExtended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type
authDateTime ANS no
authRefNum  AN..24 no

terminalld AN..10 no

Response parameters for version 03:

Terminal Id

Mandatory  Description
Authorisation date and time

Reference number

If getOrderStatusExtended version is 03, the following parameters are also returned along with parameters described above.

Name

paymentAmountinfo element (consists of approvedAmount,
depositedAmount, refundedAmount and paymentState parameters):

Type Mandatory =~ Description



approvedAmount N..20
epositedAmount N..20
refundedAmount N..20
paymentState N2
banklInfo element (consist of bankName,
bankCountryCode and bankCountryName parameters):
bankName AN..200
bankCountryCode AN..4
bankCountryName AN..160
The OrderStatus field may have the following statuses:
State number  Description
0 Order registered, but not paid off
1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully
3 Authorization reversed
4 Transaction was refunded
5 Authorization through the issuer's ACS initiated.
6 Authorization declined
Error codes (values of the errorCode field)
Value Description
0 No system error
1 Expected [orderld] nnu [orderNumber]
2 The order is declined because of an error in the payment credentials
5 Access denied
5 The user must change his password
6 Unregistered Orderld
7 System error

GET Request example:

https://server/application_context/rest/getOrderStatusExtended.do?

no

no

no

no

no

no

no

Amount hold on the client's card (only for two-phase
payments)

Amount confirmed for deposit
Refund amount

Payment state

Name of issuing bank
Code of issuing bank country

Country of issuing bank in language specified in language
parameter or in user language if language parameter
is empty

userName=userName&password=password&orderld=285b2973-4d02-4980-a54e-57c4d0d2xxx9&language=ru

POST Request example:

orderld=285b2973-4d02-4980-a54e-57c4d0d2xxx9&language=ru



Response example:

{"attributes":[],"date":1342007119386,"currency":"643","amount":100,
"actionCode":0,"orderNumber":"1212x31334z15","orderDescription":"test",
"orderStatus™:2,"ip":"217.12.97.50","actionCodeDescription":"The payment processed successfully",
"merchantOrderParams":[],"cardAuthinfo":{"expiration":"201512","pan":"411111**1111",
"approvalCode":"123456","cardholderName™:"dsd
qdqd","secureAuthinfo"{"eci":5,"threeDSInfo":{"cavv":"AAABCpEAUBNCAHEgBQAAAAAAAAA=",
"xid":"MDAwWMDAwWMDEZzNDIwMDcxMTk3Njc="}}}}

3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the verifyEnroliment request.

Requiest parameters:

Name Type Mandatory  Description
userName AN..30 vyes User login (API)
password AN..30 vyes User password (API)
pan N12..19 yes Card number.

Response parameters:

Name Type Mandatory  Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode = AN..4 no Country code of the issuer bank

Possible codes for errors (the errorCode field):

3HayeHne OnwucaHne

0 No system error

1 PAN not specified

1 PAN must be a number from 13 to 19 digits
5 The user must change his password

5 Access denied

6 No info found for specified PAN.

7 System error.

GET request example:

https://server/application_context/rest/verifyEnrollment.do?
userName=userName&password=password&pan=4111111111111111]

POST request example:



pan=4111111111111111

Response example:

{"enrolled":"Y","emitterName":"TEST","emitterCountryCode":"RU","errorCode":"0","errorMessage":"Success"}

Payment statistics for a specified period

get Last Or der sFor Mer chant s. do method allows you to obtain statistics on payments for a certain period.

Request parameters:

Name
userName
password

language

page

size

from

to

Type
AN..3
AN..3
A2

N..3
ANS
ANS

transactionStates A..9

merchants

ANS

Response parameters:

Name

errorCode

Type
N..2

errorMessage AN..512

orderStatuses
totalCount
page

pageSize

Parameters of or der St at uses tags:

Name

orderNumber

orderStatus

actionCode

N

N..3

actionCodeDescription

Mandatory
0 vyes
0 vyes

no

no

yes
yes
yes

yes

yes

Mandatory

yes

no

yes

yes

yes

Description

Merchant's login received during registration..

Merchant's login received during registration..

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's

settings.

Error messages returned will be written in this very language.

The result of the request processing is a report divided into pages (each page contains si ze records).

The response will return a page at number specified in this parameter. Page numbering starts at 0.

If page parameter is not specified in the request, the response will return page number 0.

Number of records on one page (maximum value is 200).

Date and time of the report period beginning. Format is YYYYMMDDHHmmss.

Date and time of the report period end. Format is YYYYMMDDHHmMmss.

This block is designed to specify order states you need to be included into the report.

Several values should be separated by comma. Possible values: CREATED, APPROVED, DEPOSITED,

DECLINED, REVERSED, REFUNDED.

List of merchant Logins. Only transactions of specified merchants will be included into the report. Several values

should be separated by comma. Leave this field empty to receive transactions of all available merchants.
Description
Code of the error that occurred in the course of the report processing. Description of possible codes is represented in

the table below - "Possible codes for errors (the er r or Code field)".

Description of the error. Present only in case of error (er r or Code is not 0).

Block containing data on orders in the report. See the table below - "Parameters of or der St at uses tags".
Total account of orders in the report (on all pages).

The number of the current page (it is equal to the page parameter, transferred in the request).

Maximum number of orders on one page of the report (it is equal to the si ze parameter, transferred in the request).

Type Mandatory ~ Description

AN..32 vyes
N..2 yes
N..3 yes
AN..512 yes

Order number (identifier) in the merchant's system

State of the order in the payment gate. The value is selected from the list below. Possible values are
represented in the table below - "The or der St at us field".

Processing system authorization code.

Action code description in the language specified in the parameter | anguage of the request.



amount N..20
currency N3

date ANS
orderDescription AN..512
ip AN..20
errorCode N..2
merchantOrderParams

attributes

cardAuthinfo

bindingInfo

authDateTime ANS
terminalld AN..10
authRefNum AN..24

paymentAmountinfo

banklInfo

Parameters of mer chant Or der Par ans tag:

Name Type Mandatory
name  AN..20 yes

value AN..1024 yes

yes
yes
yes
no
no
yes

no

yes

no
no
no
no
no

no

no

Description

Order amount in minimal currency units.

Code of the payment's currency (according to ISO 4217).If not specified, assumed to be default currency.
Date of order registration.

Free-formed description of the order from the order registration request.

IP address of the payer.

Error code.

Tag with attributes, used to pass merchant additional parameters. See the table below - "Parameters of mer ¢
hant Or der Par ans tag".

Order attributes in the payment system (order number). See the table below - "Parameters of at t ri but es
tag".

Tag with payment attributes. See the table below - "MapameTpbl 6roka car dAut hi nf o".

Tag with information on binding used for payment. See the table below - "Parameters of bi ndi ngl nf o tag".
Date and time of payment authorization.

Terminal ID.

Reference number

Tag with information on approved amount, deposited amount and refund.
See the table below - "Parameters of payment Amount | nf o tag".

Tag with information on Issuing Bank. See the table below - "Parameters of bankl nf o tag"

Name of the merchant additional parameter.

Value of the merchant additional parameter.

Parameters of at t ri but es tag:

Name Type Mandatory =~ Description
name A7 yes Attribute name - "mdOrder".
value  ANS36 vyes Attribute value - order identifier in the payment system (unique in the system).

Description

Masked number of the card that was used for payment.

Parameters of car dAut hl nf o tag:
Name Type Mandatory
pan N..19  no
expiration N6 no

cardholderName A..64 no

approvalCode ANG6 no

Card expiration date in the YYYYMM format.

Cardholder name.

IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.

Parameters of bi ndi ngl nf o tag:

Name Type Mandatory
clientld AN..255 no

bindingld AN..255 no

Description

Client number (ID) in the merchant system.

Identifier of the binding used for payment.

Parameters of paynent Anount | nf o tag:



Name Type Mandatory  Description

paymentState N..9 no Payment state.
approvedAmount N..20 no Amount confirmed for deposit.
depositedAmount N..20 no Deposited amount.
refundedAmount  N..20 no Refund amount.

Parameters of bankl nf o tag:

Name Type Mandatory ~ Description

bankName AN..200 no Name of the Issuing Bank .

bankCountryCode = AN..4 no Code of the Issuing Bank country.

bankCountryName AN..160 no Country of the Issuing Bank in language specified in | anguage parameter or in user language if | anguage para

meter is empty.

The or der St at us field may have the following statuses:

Value Description

0 The order is registered, but it is not paid yet.

1 Pre-authorisation amount is held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the Issuer's ACS initiated.

6 Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Mandatory fild is empty

5 Value of transactionStates parameter is invalid
5 Access denied

7 System error

10 Parameter si ze exceeds maximum value

GET request example:

https://server/application_context/rest/getLastOrdersForMerchants.do?userName=userName&password=password&language=en&page=0&size:
20141009160000&t0=20141111000000&transactionStates=DEPOSITED,REVERSED&merchants=SevenEightNine

POST request example:

language=en&page=0&size=100&from=20141009160000&t0=20141111000000&transactionStates=DEPOSITED,REVERSED&merchants=Seve



Response example:

{"errorCode":0,

"orderStatuses":[
{"errorCode":"0","orderNumber":"58drs0Pes459Hdsddd0567a0","orderStatus":2,"actionCode":0,"actionCodeDescription":"Request processed
successfully","amount":250000,"currency":"643","date": 1414485649233, "orderDescription":"Opisanie","ip":"212.5.125.194","merchantOrderParan
CARD","bankCountryCode":"RU","bankCountryName":"Russian Federation"}},
{"errorCode":"0","orderNumber":"57drs0Pes459Hdsddd0567a0","orderStatus":2,"actionCode":0,"actionCodeDescription":"Request processed
successfully","amount":250000,"currency":"643","date":1414485277286,"orderDescription":"Opisanie","ip":"212.5.125.194","merchantOrderParan
CARD","bankCountryCode":"RU","bankCountryName":"Russian Federation"}}],

"totalCount":2,"page":0,"pageSize":100}

Two-phase payment requests

Preauthorized order registration request
Use r egi st er Pr eAut h. do request for order registration in two-phase payment scheme (see "Address data for connections" section).

Request parameters:

Name Type Mandatory  Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderNumber AN..32 yes Number (identifier) of the order in the merchant's system.

amount N..20 yes Order amount in minimal currency units (e.g. cents).

currency N3 yes Code of the payment currency, according to 1ISO 4217.

returnUrl AN..512  vyes Web address that the client should be redirected to after successful payment.

failUrl AN..512 no Web address that the client should be redirected if the payment failed.

description AN..512 no Free-formed description of the order.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's
settings.

pageView A7 no This parameter indicates a type of device used -- mobile device (pageVi ew=MOBI LE) or desktop (pageVi ew=

DESKTOP). Depending on this parameter value the response will contain a link to a mobile payment page or an
ordinary payment page.

By default pageVi ew=DESKTCP.

clientld AN..255 no Client number (ID) in the shop system. It is used for bundles functionality implementation. Presents only if a
shop is allowed to create links.

jsonParams AN..1024 no Fields of additional information for storage, the type is { " par ani': " val ue", " paran2": "val ue2"}. These
fields may be transferred to the bank processing for their representation in registers. * This functionality can
be switched on during the integration period at the agreement with bank.

If notification of the client is switched on for the merchant, this block should contain parameter " enai | " which
value is client's email.

sessionTimeoutSecs N...9 no Duration of the session in seconds.

If the parameter is not specified, then the value from merchant settings is used, otherwise - the default value
(1200 seconds - 20 minutes).

If the request contains expi r at i onDat e parameter, the parameter sessi onTi meout Secs is ignored.

expirationDate ANS no Order expiration date. Format: yyyy- MM dd' T' HH: nm ss. If this parameter is not specified, the sessi onTi
nmeout Secs parameter is used to determine an order life time.



bindingld AN..255 no Identificator of the binding, that was created earlier. May be used only if the merchant has permission to work
with bindings. If this parameter is sent in the r egi st er Or der request, that means:

1. This order may be payed only by binding;

2. The payer will be redirected to a payment page, where entering of CVC only is required.

* Fields " or der Nunmber " and its "descri pti on" are sent to the bank processing by default (not more than 99 simbols, the
following simbols are forbidden to use - %, +, \r, \n).

Response parameters:

Name Type Mandatory ~ Description

orderld ANS36 no Order number in the payment gate. Unique within the gate. Absent if order registration failed (error is described in er r
or Code).

formUrl AN..512 no URL of the payment form that the client should be redirectd to. Absent if order registration failed (error is described in e
rror Code).

errorCode N3 no Code of the error that occurres during registration.

errorMessage AN..512 no Description of the error in the language sent in the | anguage parameter of the request.

Error codes (values of the errorCode field)
Errors classification:

Value Description

0 No system error.

1 Order number is duplicated, order with given order number is processed already
3 Unknown currency

4 Mandatory request parameter was not specified

5 Erroneous value of a request parameter.

7 System error.

Possible error messages:

Value Description

0 No system error

1 Order with this number was already processed.

1 Order with this number was registered, but was not paid off.
1 Invalid orderNumber

3 Unknown currency.

4 Order number is empty

4 Empty merchant user name

4 Empty amount

4 Return URL cannot be empty

4 Password cannot be empty

5 Wrong amount.



5 Wrong value of the Language parameter.

5 Access denied

5 The user must change his password

5 Invalid [jsonParams]

5 Pre-authorization payment is restricted
7 System error

GET request example:

https://server/application_context/rest/registerPreAuth.do?amount=100&currency=810&language=ru&orderNumber=
87654321&password=password&returnUrl=finish.html&userName=userName&pageView=MOBILE&expirationDate=

2014-09-08T14:14:14

POST request example:

amount=100&currency=810&language=ru&orderNumber=87654321&returnUrl=finish.html&pageView=MOBILE&expi
rationDate=2014-09-08T14:14:14

Response example:

{"orderld":"61351fbd-ac25-484f-b930-4d0ce4101ab7","formUrl":"https://server/application_context/mobile_payment_r
u.html?mdOrder=61351fbd-ac25-484f-b930-4d0ce4101ab7"}

Order completion request

Use deposit.do request to complete preauthorized payment.

This operation can be performed if there is a corresponding permission in the system.

Request parameters:

Name Type Mandatory  Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 vyes Merchant's password received during registration.

orderld ANS36 vyes Order number in the payment gate. Unique within the gate.
amount N..20 yes Order amount in minimal currency units (e.g. cents).

Attention!!! If you do not specify zero in "DepositAmount" parameter, completion occurs for the entire pre-authorized amount.
Response parameters

Name Type Mandatory  Description

errorCode N3 no Error code.



errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)

Error classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 Invalid amount

5 Deposit amount must be zero, or more than 1 currency unit (e.g. 1 euro).
6 Wrong order number.

7 Payment must be in a correct state.

7 System error.

GET Request example:

https://server/application_context/rest/deposit.do?amount=100&currency=643&language=ru&orderld=e5b59d3d-746b-4828-9da4-06f126e01b6
8&password=password&userName=userName

POST Request example:

amount=100&currency=643&language=ru&orderld=e5b59d3d-746b-4828-9da4-06f126e01b68

Response example:

{"errorCode":0}

Order reversal request
To cancel payment of the order, use r ever se. do request. This functionflity is available for a limited period, that is specified by the Bank.

The reversal operation may be performed only once. If the reversal request caused an error, the next try will not be successful.

The reversal operation is available for merchants only under agreement with the Bank. To perform the reversal request a user must have an
appropriate permission.



Request parameters:

Name Type Mandatory  Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 yes Order number in the payment gate. Unique within the gate.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:

Name Type Mandatory ~ Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)

Error classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.
6 Unregistered Orderld.

7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Wrong order number.

7 Payment must be in a correct state.

7 Reversal is impossible. Reason: wrong internal values, check hold and deposited amounts.
7 System error.

GET request example:



https://server/application_context/rest/reverse.do?language=en&orderld=80c45f2e-8db4-4d20-9324-5b784a1fd8c3&
password=password&userName=userName

POST request example:

language=en&orderld=80c45f2e-8db4-4d20-9324-5b784a1fd8c3

Response example:

{"errorCode":"0","errorMessage":"Success"}

Refund request

Use r ef und. do request to refund deposited money.

This request returns money paid for the order back to the client. Request causes an error if the client is not charged. The payment gate allows
multiple refunds, but their total amount cannot exceed the amount that was diposited from the client's account as a result of the order.

A user must have a corresponding permission in the system to perform this operation.

Request parameters:

Name Type Mandatory ~ Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.

orderld ANS36 yes Order number in the payment gate. Unique within the gate.
amount N..20  yes Order amount in minimal currency units (e.g. cents).

Response parameters:

Name Type Mandatory  Description
errorCode N3 no Error code.
errorMessage AN..512 no Description of the error.

Error codes (values of the errorCode field)
Classification:

Value Description

0 No system error.

5 Erroneous value of a request parameter.

6 Unregistered Orderld.



7 System error.

Possible error messages:

Value Description

0 No system error

5 Access denied

5 The user must change his password

5 [orderld] is empty

6 Wrong order number.

7 Payment must be in a correct state.

7 Wrong deposit amount (less than 1 currency unit, e.g. 1 euro).
7 System error.

GET Request example:

https://server/application_context/rest/refund.do?amount=500&currency=643&language=ru&orderld=5e97e3fd-1d20-
4b4b-a542-f5995f5e8208&password=password&userName=userName

POST Request example:

amount=500&currency=643&language=ru&orderld=5e97e3fd-1d20-4b4b-a542-f5995f5e8208

Response example:

{"errorCode":0}

Order state request

To get the current state of a registered order send data with get Or der St at us. do method (GET or POST) to the corresponding URL (see
"Address data for connections" section).

The order status should be determined by the value of Or der St at us parameter.
aut hCode field is deprecated.

Request parameters:

Name Type Mandatory = Description
userName AN..30 vyes Merchant's login received during registration.

password AN..30 yes Merchant's password received during registration.



orderld ANS36 vyes

language A2

Order number in the payment gate. Unique within the gate.

no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

Response parameters:

Name

OrderStatus

ErrorCode
ErrorMessage
OrderNumber
Pan

expiration
cardholderName
Amount
currency

approvalCode

authCode

Ip

Type Mandatory

bindinglInfo (element consits of
clientld and bindingld):

clientld

bindingld

The Or der St at us field may have the following values:

State number
0

1

N2 no
N3 no
AN..512 no
AN..32 yes
N..19 no
N6 no
A..64 no
N..20 yes
N3 no
AN6 no
N3 no
AN..20 no
AN..255 no
AN..255 no

Description

Order registered, but not paid off.

Description

This paramater shows order status in the payment gate. Possible values are listed in the table
below. Parameter is absent if no order with the specified ID was found.

Error code.

Description of the error in the language sent in the Language parameter of the request.
Number (identifier) of the order in the merchant's system.

Masked number of the card that was used in payment. Specified only for paid orders.
Card expiration date in the YYYYMM format. Specified only for paid orders.
Cardholder name. Specified only for paid orders.

Order amount in minimal currency units (e.g. cents).

Code of the payment currency, according to ISO 4217.

IPS authorization code. The field has fixed length of six characters, it can contain both numbers
and letters.

This parameter is deprecated. Its value is always "2", regardless of the order status and
processing system authorization code.

IP address of the user who payed for the order.

Number of the client (identifier) in the merchant's system. Used to implement a functional of
ligament.May be present, if the merchant is allowed to create the ligament.

Identificator of the ligament created while paying an order or used to pay for. Present only if
creation of ligaments is allowed for merchant.

Pre-authorisation amount was held (for two-phase payment)

The amount was deposited successfully

Authorization reversed

Transaction was refunded.

Authorization through the issuer's ACS initiated

Authorization declined

Error codes (values of the Er r or Code fi el d)

Value Description

0 No system error



2 The order is declined because of an error in the payment credentials.

5 Access denied

5 The user must change his password
5 [orderld] is empty

6 Unregistered Orderld

GET Request example:

https://server/application_context/rest/getOrderStatus.do?
orderld=b8d70aa7-bfb3-4f94-b7bb-aec7273e1fce&language=en&password=password&userName=userName

POST Request example:

orderld=b8d70aa7-bfb3-4f94-b7bb-aec7273e1fce&language=en

Response example:

{"expiration":"201512","cardholderName":"tr
tr","depositAmount":789789,"currency":"810","approvalCode":"123456","authCode":2,"clientld":"666","bindingld":"07a
90a5d-cc60-4d1b-a9e6-ffd15974a74f","ErrorCode":"0","ErrorMessage":"Success","OrderStatus":2,"OrderNumber":"2
3asdafaf',"Pan":"411111**1111","Amount":789789}

Extended order state request

To inquire about state of a registered order, use the getOrderStatusExtended.do request.

Request parameters

Name Type Mandatory ~ Description

userName AN..30 vyes Merchant's login received during registration.

password AN..30 vyes Merchant's password received during registration.

orderld ANS36 yes* Order number in the payment gate. Unique within the gate.

orderNumber AN..32 vyes* Number (identifier) of the order in the merchant's system.

language A2 no Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's settings.

Error messages returned will be written in this very language.

* It is necessary to specify whether orderld or orderNumber in the request. If the request contains both parameters, orderld is a priority.
There are 3 sets of response parameters. These sets depend on "getOrderStatusExtended version", specified in merchant settings.

Response parameters for versions 01, 02,03:



The following parameters are returned regardless gerOrderStatusExtended version.

Name

orderNumber

orderStatus

actionCode

actionCodeDescription

errorCode

errorMessage

amount

currency

date

orderDescription

ip

cardAuthinfo (element has structure which includes the list of elements
cardholderName and

secureAuthinfo type and maskedPan, expiration,
approvalCode attributes):

pan

expiration

cardholderName

approvalCode

secureAuthinfo (element includes eci element and elements of threeDSInfo

type, which is a list of cavv and xid):

eci

cavv

xid

BindingInfo (element consits of clientld and bindingld):

clientld

bindingld

Response parameters for versions 02, 03:

Type

AN..32

N2

N3

AN..512

N3

AN..512

N..20

N3

ANS

AN..512

N..19

N6

A.64

ANG

N..4

ANS..200

ANS..80

AN..255

AN..255

Mandatory

yes

no

yes

yes

no

no

yes

no

yes

no

yes

no

no

no

no

no

no

no

no

no

Description

Number (identifier) of the order in the
merchant's system.

Order status in the payment gate. The value is
selected from the variants listed below. Absent,
if no matching order was found.

Processing system authorization code.

Action code description on the language
passed in the parameter "Language”.

Error code.

Description of the error in the language sent in
the Language parameter of the request.

Order amount in minimal currency units (e.g.
cents).

Code of the payment currency, according to
1ISO 4217. If not specified, the default value is
used.

Date of order registration.
Free-formed description of the order.

IP address of the user who payed for the order.

Masked number of the card that was used in
payment. Specified only for paid orders.

Card expiration date in the YYYYMM format.
Specified only for paid orders.

Cardholder name. Specified only for paid
orders.

IPS authorization code. The field has fixed
length of six characters, it can contain both
numbers and letters.

Electronic Commerce Indicator. Set just after
the payment order in the case of a permit.

Cardholder Authentication Verification Value.
Set just after the payment order in the case of
a permit

Electronic Commerce Transaction Identifier.Set
just after the payment order in the case of a
permit.

Client number (ID) in the shop system,
transferred during the order registration.
Presents only if a shop is allowed to create
links.

The identifier of a link created during order
payment or used for payment. Presents only if
a shop is allowed to create links.

If getOrderStatusExtended version is 02 or higher, the following parameters are also returned along with parameters described above.

Name Type Mandatory  Description



authDateTime ANS no Authorisation date and time
authRefNum  AN..24 no Reference number

terminalld AN..10 no Terminal Id

Response parameters for version 03:
If getOrderStatusExtended version is 03, the following parameters are also returned along with parameters described above.

Name Type Mandatory  Description

paymentAmountinfo element (consists of approvedAmount,
depositedAmount, refundedAmount and paymentState parameters):

approvedAmount N..20 no Amount hold on the client's card (only for two-phase
payments)

depositedAmount N..20 no Amount confirmed for deposit

refundedAmount N..20 no Refund amount

paymentState N2 no Payment state

banklinfo element (consist of bankName,
bankCountryCode and bankCountryName parameters):

bankName AN..200 no Name of issuing bank

bankCountryCode AN. .4 no Code of issuing bank country

bankCountryName AN..160 no Country of issuing bank in language specified in language
parameter or in user language if language parameter
is empty

The OrderStatus field may have the following statuses:

State number Description

0 Order registered, but not paid off

1 Pre-authorisation amount was held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the issuer's ACS initiated.

6 Authorization declined

Error codes (values of the errorCode field)

Value Description

0 No system error

1 Expected [orderld] nnu [orderNumber]

2 The order is declined because of an error in the payment credentials
5 Access denied

5 The user must change his password

6 Unregistered Orderld

7 System error



GET Request example:

https://server/application_context/rest/getOrderStatusExtended.do?
userName=userName&password=password&orderld=285b2973-4d02-4980-a54e-57c4d0d2xxx9&language=ru

POST Request example:

orderld=285b2973-4d02-4980-a54e-57c4d0d2xxx9&language=ru

Response example:

{"attributes":[],"date":1342007119386,"currency":"643","amount": 100,
"actionCode":0,"orderNumber":"1212x31334z15","orderDescription":"test",
"orderStatus":2,"ip":"217.12.97.50","actionCodeDescription":"Payment processed successfully",
"merchantOrderParams":[],"cardAuthinfo":{"expiration":"201512","pan":"411111**1111",
"approvalCode":"123456","cardholderName":"dsd
qdqd","secureAuthinfo":{"eci":5,"threeDSInfo":{"cavv":"AAABCpEAUBNCAHEgBQAAAAAAAAA=",
"xid":"MDAWMDAWMDEzNDIWMDcxMTk3Njc="}}}}

3DS enrolled verification request

To inquire about state of 3DS enrolled verification, use the verifyEnroliment request.

Requiest parameters:

Name Type Mandatory  Description
userName AN.30 yes User password (API)
password AN..30 vyes User password (API)
pan N12...19 yes Card number.

Response parameters:

Name Type Mandatory = Description

errorCode N3 no Code of the error.

errorMessage AN..512 no Description of the ErrorCode error.

isEnrolled A1 no 3ds enrolled atribute. Available values: Y, N, U.
emitterName AN..160 no Name of the issuer bank

emitterCountryCode AN..4 no Country code of the issuer bank

Possible codes for errors (the errorCode field):

Value Description

0 No system error

1 PAN not specified

1 PAN must be a number from 12 to 19 digits
5 The user must change his password

5 Access denied

6 No info found for specified PAN.



7 System error.

GET request example:

https://server/application_context/rest/verifyEnroliment.do?
userName=userName&password=password&pan=4111111111111111]

POST request example:

pan=4111111111111111

Response example:

{"enrolled":"Y","emitterName":"TEST","emitterCountryCode":"RU","errorCode":"0","errorMessage":"YcneLwuHo"}

Payment statistics for a specified period

get Last Or der sFor Mer chant s. do method allows you to obtain statistics on payments for a certain period.

Request parameters:

Name
userName
password

language

page

size

from

to

Type
AN..30
AN..30
A2

N..3
ANS
ANS

transactionStates A..9

merchants

ANS

Response parameters:

Name

errorCode

Type
N..2

errorMessage AN..512

orderStatuses
totalCount
page

pageSize

N

N..3

Mandatory
yes
yes

no

no

yes
yes
yes

yes

yes

Mandatory

yes

no

yes

yes

yes

Description

Merchant's login received during registration..

Merchant's login received during registration..

Language according to ISO 639-1. If not specified, the system uses the default language from the merchant's
settings.

Error messages returned will be written in this very language.

The result of the request processing is a report divided into pages (each page contains si ze records).
The response will return a page at number specified in this parameter. Page numbering starts at 0.
If page parameter is not specified in the request, the response will return page number 0.

Number of records on one page (maximum value is 200).

Date and time of the report period beginning. Format is YYYYMMDDHHmmss.

Date and time of the report period end. Format is YYYYMMDDHHmmss.

This block is designed to specify order states you need to be included into the report.

Several values should be separated by comma. Possible values: CREATED, APPROVED, DEPOSITED,
DECLINED, REVERSED, REFUNDED.

List of merchant Logins. Only transactions of specified merchants will be included into the report. Several values
should be separated by comma. Leave this field empty to receive transactions of all available merchants.

Description

Code of the error that occurred in the course of the report processing. Description of possible codes is represented in
the table below - "Possible codes for errors (the er r or Code field)".

Description of the error. Present only in case of error (er r or Code is not 0).

Block containing data on orders in the report. See the table below - "Parameters of or der St at uses tags".
Total account of orders in the report (on all pages).

The number of the current page (it is equal to the page parameter, transferred in the request).

Maximum number of orders on one page of the report (it is equal to the si ze parameter, transferred in the request).



Parameters of or der St at uses tags:

Name Type Mandatory  Description
orderNumber AN..32 yes Order number (identifier) in the merchant's system
orderStatus N..2 yes State of the order in the payment gate. The value is selected from the list below. Possible values are

represented in the table below - "The or der St at us field".

actionCode N..3 yes Processing system authorization code.

actionCodeDescription AN..512 yes Action code description in the language specified in the parameter | anguage of the request.

amount N..20 yes Order amount in minimal currency units.

currency N3 yes Code of the payment's currency (according to ISO 4217).If not specified, assumed to be default currency.
date ANS yes Date of order registration.

orderDescription AN..512 no Free-formed description of the order from the order registration request.

ip AN..20 no IP address of the payer.

errorCode N..2 yes Error code.

merchantOrderParams no Tag with attributes, used to pass merchant additional parameters. See the table below - "Parameters of mer ¢

hant Or der Par ans tag".

attributes yes Order attributes in the payment system (order number). See the table below - "Parameters of at t ri but es
tag"

cardAuthinfo no Tag with payment attributes. See the table below - "MapameTpbl 6rioka car dAut hi nf o".

bindingInfo no Tag with information on binding used for payment. See the table below - "Parameters of bi ndi ngl nf o tag".

authDateTime ANS no Date and time of payment authorization.

terminalld AN..10 no Terminal ID.

authRefNum AN..24  no Reference number

paymentAmountinfo no Tag with information on approved amount, deposited amount and refund.

See the table below - "Parameters of paynment Amount | nf o tag".

banklnfo no Tag with information on Issuing Bank. See the table below - "Parameters of bankl nf o tag"

Parameters of mer chant Or der Par ans tag:

Name Type Mandatory = Description
name  AN..20 yes Name of the merchant additional parameter.
value  AN..1024 vyes Value of the merchant additional parameter.

Parameters of at t ri but es tag:

Name Type Mandatory =~ Description
name A7 yes Attribute name - "mdOrder".

value  ANS36 yes Attribute value - order identifier in the payment system (unique in the system).

Parameters of car dAut hl nf o tag:

Name Type Mandatory  Description

pan N..19 no Masked number of the card that was used for payment.
expiration N6 no Card expiration date in the YYYYMM format.
cardholderName A..64 no Cardholder name.

approvalCode ANG6 no IPS authorization code. The field has fixed length of six characters, it can contain both numbers and letters.



Parameters of bi ndi ngl nf o tag:

Name Type Mandatory ~ Description
clientld AN..255 no Client number (ID) in the merchant system.

bindingld AN..255 no Identifier of the binding used for payment.

Parameters of payment Anount | nf o tag:

Name Type Mandatory  Description

paymentState N..9 no Payment state.
approvedAmount N..20 no Amount confirmed for deposit.
depositedAmount N..20 no Deposited amount.
refundedAmount  N..20 no Refund amount.

Parameters of bankl nf o tag:

Name Type Mandatory  Description

bankName AN..200 no Name of the Issuing Bank .

bankCountryCode AN..4 no Code of the Issuing Bank country.

bankCountryName AN..160 no Country of the Issuing Bank in language specified in | anguage parameter or in user language if | anguage para

meter is empty.

The or der St at us field may have the following statuses:

Value Description

0 The order is registered, but it is not paid yet.

1 Pre-authorisation amount is held (for two-phase payment)
2 The amount was deposited successfully

3 Authorization reversed

4 Transaction was refunded

5 Authorization through the Issuer's ACS initiated.

6 Authorization declined

Possible codes for errors (the er r or Code field):

Value Description

0 No system error

5 Mandatory fild is empty

5 Value of transactionStates parameter is invalid
5 Access denied

7 System error

10 Parameter si ze exceeds maximum value



GET request example:

https://server/application_context/rest/getLastOrdersForMerchants.do?userName=userName&password=password&language=en&page=0&size:
20141009160000&t0=20141111000000&transactionStates=DEPOSITED,REVERSED&merchants=SevenEightNine

POST request example:

language=en&page=0&size=100&from=20141009160000&t0=20141111000000&transactionStates=DEPOSITED,REVERSED&merchants=Seve

Response example:
{"errorCode":0,
"orderStatuses":[
{"errorCode":"0","orderNumber":"58drs0Pes459Hdsddd0567a0","orderStatus":2,"actionCode":0,"actionCodeDescription":"Request processed
successfully","amount":250000,"currency":"643","date": 1414485649233, "orderDescription":"Opisanie","ip":"212.5.125.194" "merchantOrderPararn
CARD","bankCountryCode":"RU","bankCountryName":"Russian Federation"}},
{"errorCode":"0","orderNumber":"57drs0Pes459Hdsddd0567a0","orderStatus":2,"actionCode":0,"actionCodeDescription":"Request processed
successfully","amount":250000,"currency":"643","date": 1414485277286, "orderDescription":"Opisanie","ip":"212.5.125.194" "merchantOrderPararn
CARD","bankCountryCode":"RU","bankCountryName":"Russian Federation"}}],

"totalCount":2,"page":0,"pageSize": 100}

Callback notifications

A merchant can receive notifications about operations with orders.

Notifications can be sent in the following cases:

One-phase payment:

® attempt to deposit amount (DEPOSITED);
® attempt to execute reverse operation (REVERSED);
® attempt to refund (REFUNDED).

Two-phase payment:

attempt to hold amount (APPROVED);

attempt to deposit amount (DEPOSITED);

attempt to execute reverse operation (REVERSED);
attempt to refund (REFUNDED) .

Repeating of notification sending:

If callback returns ht t p = 200, the notification is considered to be successful. Repeated callback for the transaction will not be executed.

If callback returns response defferent from htt p = 200, the notification is considered to be unsuccessful. In this case repeated attempts to sent
notification are executed with an interval of ( 10*att enpt nunber) minutes. Repeated attempts stop after:

® receivingof htt p = 200 response;
or
® six unsuccessful attempts of notification sending.

URL format:



{merchant-url}?mdOrder={mdOrder}&orderNumber={orderNumber}&operation={operation}&status={status}

Transferred parameters:

Parameter name  Type Description

mdOrder ANS36 Order number unique in the payment system.

orderNumber AN..32  Order number in the merchant system. Unique within the merchant system.

operation N..9 Operation type:
® approved - operation of amount hold;
® deposited - operation of completion;
® reversed - operation of reversal;
® refunded - operation of refund.

status N1 Indicator of operation success (1 - successful operation, 0 - operation failed)
URL example:

https://myshop.ru/callback/?mdOrder=1234567890-098776-234-522&orderNumber=0987 &operation=deposited&stat
us=0

Payment page design
File with payment pages must be a ZIP archive that contains pages in its root folder. An example of the archive with the payment pages you can
get in the bank.

It is advised to use the 7-zip archiver.

Requirements to the code of the payment interface page
The page should comply with XHTML standards, with a mandatory DTD declaration.
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

Any use of absolute URLs for linking additional resources (pictures, scripts, CSS) is prohibited. All necessary resources must be linked relatively (
http: host/i nages/test.jpg - notallowed, i mages/t est . j pg - correct).

Warning!
XHTML declaration - <IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmI1/DTD/xhtml
1-transitional.dtd"> is mandatory, otherwise the payment page may not work properly in some browsers.

Pages necessary for payment interface:

® payment_<locale>.html — payment page;
® errors_<locale>.html — errors page, where locale is the page language in 2-alpha code according to ISO 639-1, e.g. "ru" for Russian and
"en" for English.

If you also intend to use mobile pages, the following pages are required:


http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd
http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd

® mobile_payment_<locale>.html — payment page;
® mobile_errors_<locale>.html — errors page.
Where locale is the page language in 2-alpha code according to ISO 639-1, e.g. "ru" for Russian and "en" for English.

A special parameter "pageView" in order registering requests indicates which type of pages, ordinary or mobile, should be loaded (see
paragraphs "Order registration request" and "Order preauthorization request").

In design of the pages (payment page, the error page) you need to use Unicode (UTF-8).

Payment page requirements

The page must contain a number of mandatory objects, as well as a set of fields with predefined names for entering payment information.

Page name

Name of the file of the ordinary page: payment_<In>.html,
Name of the file of the mobile page: mobile_payment_<In>.html,

Where <In> is the 2-alpha code of the page locale (language code according to ISO 639-1 e.g. "ru" for Russian and "en" for English.)

Page header

Header of the page should attach the following scripts:

Standard version:

<script type="text/javascript" src="../../js/jquery-1.4.2.min.js"></script>
<script type="text/javascript" src="../../js/jquery.timers-1.2.js"></script>

<script type="text/javascript" src="../../js/jquery.url.js"></script>
<script type="text/javascript" src="../../js/jquery.payment.js"></script>
<script>

$(document).payment({

»;

</script>

Extended version:

<script type="text/javascript" src="../../js/jquery-1.4.2.min.js"></script>

<script type="text/javascript" src="../../js/jquery.timers-1.2.js"></script>
<script type="text/javascript" src="../../js/jquery.url.js"></script>

<script type="text/javascript" src="../../js/jquery.payment.js"></script>
<script>

$(document).payment({

language: "ru",

messageAjaxError: "CepBuc BpemeHHO HeocTyneH. MNonpobyiite no3gHee.",

messageTimeRemaining: "o okoH4aHusa ceccum octanoch #MIN##SEC#H",

b

</script>

Fields of the scripts should be filled accordingly:

® Janguage — language code, the same as in the name of the page file;

messageAjaxError — message about internal AJAX error (appears, for example, when the system is inaccessible).

® messageTimeRemaining — session counter description. It must contain keywords "#MIN#" and "#SEC#" that in a browser will be
swapped for minutes and seconds of the time left until the end of the session.

Page body

Mandatory elements on the payment page



All blocks and controls described in this section must be present in the body of the payment page.
<div id="orderNumber"></div>

block with the unique order number;
<div id="amount"></div>

block with the order payment amount;
<div id="description"></div>

block with the description of the order.

The page must contain the payment form:

<form name="PaymentForm" action="#" method="post" id="formPayment">

<input type="hidden" id="expiry" >

<input type="hidden" id="mdOrder" >

<input type="hidden" id="location" value="/../" >
<input type="hidden" id="language" value="<In>" >
</form>

All hidden fields listed above are mandatory. Value of the field "language" should contain 2-alpha code of the page's language (ISO 639-1).

The form should also contain fields for entering data for the payment:
<input name="$PAN" id="iPAN" maxlength="19" type="text" autocomplete="off" />
a field for card number input;

<select name="MM" id="month">
<option value="01" selected> 1 - sHBapb</option>

<option value="02"> 2 - cbeBpanb</option>
<option value="03"> 3 - mapT</option>
<option value="04"> 4 - anpenb</option>
<option value="05"> 5 - maii</option>
<option value="06"> 6 - noHb</option>
<option value="07"> 7 - nonb</option>
<option value="08"> 8 - aBrycr</option>
<option value="09"> 9 - ceHTA6pb</Option>
<option value="10">10 - okTabpb</option>
<option value="11">11 - HosiGpb</option>
<option value="12">12 - nekabpb</option>

</select>/

<select name="YYYY" id="year">
<option value='2012' selected>2012</option>
<option value='2013'>2013</option>
<option value='2014'>2014</option>
<option value='2015'>2015</option>
<option value='2016'>2016</option>
<option value='2017'>2017</option>
<option value='2018'>2018</option>
<option value='2019'>2019</option>
<option value='2020'>2020</option>
<option value='2021'>2021</option>
<option value='2022'>2022</option>

</select>

2 dropdown lists for month and year of the card's expiry date. These fields are filled in automatically as the page is loaded;
<input name="TEXT" id="iTEXT" maxlength="90" type="text" autocomplete="off" />

a field for the cardholder name;



<input name="$CVC" id="iCVC" maxlength="3" type="password" autocomplete="off" />
a field for CVC/CVV;
<input value="Onnatuts" type="button" id="buttonPayment">

a button for payment confirmation.

The following code must be placed below the payment form:
<form id="acs" method="post" action="">
<input type="hidden" id="MD" name="MD"/>

<input type="hidden" id="PaReq" name="PaReq"/>
<input type="hidden" id="TermUrl|" name="TermUrl"/>

</form>

The payment page must also contain the following objects:
<div id="errorBlock" style="color:red;"></div>

block for displaying error messages (e.g. wrong data on the card);

<div id="numberCountdown"></div>

block with the message about time left until the end of the payment session;

<div id="infoBlock"></div>

block for displaying an information message when the user comes to the payment results page;

<div id="indicator" style="display:none;"><img src="../..[img/ajax-loader.gif" height="19" width="220" alt="indicator"></div>

block with indicator of progress for the server request (during payment authorization and subsequent requests).

If you intend to use IFrame, add the following block to the page body:

<iframe name="iframe_name" id="iframe_id" src="formUrl" style="width: 100%; height: 700px; border: 0 none;" scrolling="no"
frameborder="0"></iframe>

When all requirements are met for payment of the order on the payment page will be displayed:
- order amount
- number (identifier) of the order in the merchant's system.

- order description (only displayed when filling out the field description)

Additional elements on the payment page
If functionality of notification of the payer about deposit/reversal/refund/decline is enabled, you need to add the following block:

<input type="text" id="email"/>



a field for payer's email.

To display other additional elements on the payment page, use the following blocks:

<tr valign="top" id="Par armet er nane">
<td valign="top">

where Par emet er nane is one of the following values:

amount - order amount in the minimun units;

amountFormatted - order amount formatted (with a thousands separator and decimal point);
approvedAmount - held amount;

approvedAmountFormatted - held amount formatted (with a thousands separator and decimal point);
currency - three-digit code of the currency;

currencyName - three-letter code of the currency;

date - date of payment completion, dd.MM.yyyy HH:mm:ss;

depositedAmount - deposited amount;

depositedAmountFormatted - deposited amount formatted (with a thousands separator and decimal point);
depositFlag - flag of two-phase transaction;

ipCountryCode - code of payer's country;

mdorder - order number in the payment system;

mdOrder - order number in the payment system;

merchantFullName - merchant's full name;

merchantLogin - merchant's login;

orderDescription - order description;

orderNumber - order number in the merchant system;

panCountryCode - code of the country of the payer's card;

paymentState - payment state (started / payment_approved / payment_declined / payment_void/payment_deposited / refunded);
paymentWay - payment way;

processingld - merchant identifier in the processing;

terminalld - terminal ID.

Validation of card details

To display for a Payer the process of card details validation, the payment page must contain the following code:

1. .valid
{ border: 1px solid #088A08; background-color: #CEF6CE; }
.invalid
{ border: 1px solid #8A0808; background-color: #F6CECE; }
2. visualValidationEnabled:true,

3. id="iPAN", id="iCVC", id="iTEXT", id="month", id="year

Payment page requirements if binding ID was sent in the registration request

If the order registration request contained bindingld, the payer will be redirected to a payment page, where entering of CVC only is required.

Page header.

Header of the page should attach the following scripts:



<script type="text/javascript" src="../../js/jquery-1.4.2.min.js"></script>

<script type="text/javascript" src="../../js/jquery.timers-1.2.js"></script>
<script type="text/javascript" src="../../js/jquery.url.js"></script>

<script type="text/javascript" src="../../js/jquery.payment_binding.js"></script>
<script type="text/javascript">

$(document).payment_binding({
visualValidationEnabled:true

;

$(document).ready(function () {
$(document).payment_binding("validate");
$(document).payment_binding("showError", ");

s

</script>

Page body.

Optional fields:
<div id="orderNumber"></div>

block with the unique order number.
<div id="amount"></div>

block with the order payment amount.
<div id="description"></div>

block with order description.
<div id="maskedPan"></div>

block with masked card number.

The page must contain the payment form:

<form action="" method="post" id="bindingPaymentForm">

The form should also contain fields for entering data for the payment:

<input name="$CVC" id="cvc" maxlength="3" type="password" autocomplete="off" />
fild for entering of cvc/cvv/cid -code.

<input value="Onnatute" type="button" id="sendPayment">

a button for payment confirmation.

The following code must be placed below the payment form:

<form id="acs" method="post" action="">
<input type="hidden" id="md" name="MD"/>
<input type="hidden" id="paReq" name="PaReq"/>
<input type="hidden" id="termUrl" name="TermUrl"/>

</form>

The payment page must also contain the following objects:



<div id="errorBlock" style="color:red;"></div>
block for displaying error messages.
<div id="countdown"></div>
block with the message about time left until the end of the payment session.
<div id="infoBlock"></div>
block for displaying an information message when the user comes to the payment results page;
<div id="indicator" style="display:none;"><img src="../..[img/ajax-loader.gif" height="19" width="220" alt="indicator"></div>

block with indicator of progress for the server request block with indicator of progress for the server request.

Error page requirements

The page must contain a number of mandatory objects.

Page name

Name of the ordinary page file: errors_<In>.html,
Name of the mobile page file: mobile_errors_<In>.html,

Where <In> is the 2-alpha code of page locale (ISO 639-1).

Page header
Page header should link the following scripts:

<script type="text/javascript" src="../../js/jquery-1.4.2.min.js"></script>
<script type="text/javascript" src="../../js/jquery.timers-1.2.js"></script>

<script type="text/javascript" src="../../js/jquery.url.js"></script>
<script type="text/javascript" src="../../js/error_page.js"></script>

<script type="text/javascript">
var lang = "<In>";
</script>

, Where <In> is the 2-alpha code of page locale (ISO 639-1).

Page body
All blocks and controls described below must be put in the page body.
Form:

<form name="errorForm" action="#" method="post" id="errorForm">

<input type="hidden" id="language" value="<In>" type="hidden">
</form>

, where <In> is the 2-alpha code of page locale (ISO 639-1).

The form should also contain a block where error messages are displayed (for example, about expired session or payment confirmation).



<div id="errorBlock" style="color:red;"></div>

Address data for connections

Employees of a merchant can access the console or make API requests using logins and passwords of a user associated with the merchant.

Description of the test service (WSDL) can be found at the address https://server/application_context/webservices/merchant-ws?wsdl.

URLs for access to REST methods:

Method name

Order registration

Preauthorized order registration

Request for order completion

Reversal request

Request for refund of an order

Order status request

Order status request (extended)

3DS enrolled verification request

Payment by binding request

Request for binding deactivation

Request for binding activation

Request to change binding expiry date

Merchant bindings list request

Payment statistics for a specified period

Test cards

PAN
4444444444446666
4111111111111
4563960122001999
5555555555555557
5555555555555599
639002000000000003
4444444444444422
4444444411111111

4444444499999999

CvC

123
123
347
123
123
123
123
123

123

Experiation

2015/12
2015/12
2015/12
2015/12
2015/12
2015/12
2015/12
2015/12

2015/12

URL

https://server/application_context/rest/register.do
https://server/application_context/rest/registerPreAuth.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/reverse.do
https://server/application_context/rest/refund.do
https://server/application_context/rest/getOrderStatus.do
https://server/application_context/rest/getOrderStatusExtended.do
https://server/application_context/rest/verifyEnroliment.do
https://server/application_context/rest/paymentOrderBinding.do
https://server/application_context/rest/unBindCard.do
https://server/application_context/rest/bindCard.do
https://server/application_context/rest/bindCard.do
https://server/application_context/rest/getBindings.do

https://server/application_context/rest/getLastOrdersForMerchants.do

Processing Response

Blocked by limit. / BrioknpoBka no numuTy.

Request has been processed successfully. / 3anpoc ycnewHo o6paboTaH.
Request has been processed successfully. / 3anpoc ycnelwHo o6paboTaH.
Request has been processed successfully. / 3anpoc ycnewHo o6paboTaH.
Request has been processed successfully. / 3anpoc ycnewHo o6paboTtaH.
Request has been processed successfully. / 3anpoc ycnewHo o6paboTtaH.
Message format is incorrect. / HeBepHbiii hopmaTt coobLueHus.

Refusal of network to process transaction. / OTka3 ceTu NpoBOANTL TPaH3AKLMIO.

3DS connection error. / Owwnbka cessu 3DS.


https://server/application_context/webservices/merchant-ws?wsdl
https://server/application_context/rest/register.do
https://server/application_context/rest/registerPreAuth.do
https://server/application_context/rest/deposit.do
https://server/rest/reverse.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/reverse.do
https://server/rest/refund.do
https://server/application_context/rest/deposit.do
https://server/rest/refund.do
https://server/rest/getOrderStatus.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/getOrderStatus.do
https://server/rest/getOrderStatusExtended.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/getOrderStatusExtended.do
https://server/rest/verifyEnrollment.do
https://server/application_context/rest/deposit.do
https://server/rest/verifyEnrollment.do
https://server/application_context/rest/paymentOrderBinding.do
https://server/application_context/rest/paymentOrderBinding.do
https://server/rest/unBindCard.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/unBindCard.do
https://server/rest/bindCard.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/bindCard.do
https://server/rest/bindCard.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/bindCard.do
https://server/rest/getBindings.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/getBindings.do
https://server/rest/getLastOrdersForMerchants.do
https://server/application_context/rest/deposit.do
https://server/application_context/rest/getLastOrdersForMerchants.do

Appendix 1. Binding functionality

"1 Functionality description
' 2 Displaying on the payment page. Form of binding choosing
' 3 Requests with bindings
® 3.1 WebService interface
3.1.1 Payment by binding request
3.1.2 Unbind card request
3.1.3 Bind card request
3.1.4 Request to change binding expiry date
3.1.5 Merchant bindings list request
® 3.2 REST interface
3.2.1 Payment by binding request
3.2.2 Unbind card request
3.2.3 Bind card request
3.2.4 Request to change binding expiry date
3.2.5 Merchant bindings list request

Functionality description

This functionality is used to bind the card number to the buyer id in the merchant system (for example, to login). There are two ways of bindings
use: #displaying on the payment page and #sending of a request.

The first case, #displaying on the payment page:
A user, after his autorization on the merchant site, performs a successful order payment by card. Then he create another order on this site under
the same id. When the payment page opens it will be prompted to auto-complete all card details, except CVC/CVV.

The second case, #sending of a request:
If a binding for a card exists, then during a payment you do not need to specify any card detail, just binding id is necessary.

In any case the payer has an opportunity to use another card for payment.

Displaying on the payment page. Form of binding choosing
If the merchant is supposed to use a binding functionality, the payment page may contain a form of binding chooosing for payment.

The form must meet the following conditions:

The form must have an identifier id = "formBinding".

The form should be hidden by default using the CSS property "display: none;".

The form must contain a bindings drop-down list with the name = "bindingld".

The drop-down list should contain one option choice: <option value="" selected="selected">other</option>, when a user chooses to

perform a standard payment without using a binding functionality.

The form must have the input box CVC/CVV with name = "cvc".

® The form must contain the button "Pay": <input value="Accept" type="button" id="buttonBindingPayment"> with id =
"buttonBindingPayment".

® The input field CVC/CVV and the button "Pay" must be framed by the elements with class="rbs_hidden". When you choose a payment

without binding, these elements will be hidden by setting the CSS "display: none;".

An example of the form:



<form action="" id="formBinding" style="display: none;">
<table cellpadding="10">

<tbody>

<tr valign="TOP">

<td valign="top" width="50%" align="right">
<span>BbibepuTte kapTy:</span>

</td>

<td valign="top">

<select name="bindingld">

<option value="" selected="selected">gpyras</option>
</select>

</td>

</tr>

<tr class="rbs_hidden">

<td align="right">

<span>Beegute CVC2/CVV2/CID kopg :</span><br>(on the back side of the card)

</td>

<td>

<input name="cvc" maxlength="4" type="password" autocomplete="off" />
</td>

</tr>

<tr class="rbs_hidden">

<td> </td>

<td valign="top" >

<input value="Onnatutb" type="button" id="buttonBindingPayment">
</td>

</tr>

</tbody>

</table>

</form>

Requests with bindings
WebService interface

Payment by binding request

PaymentOrderBinding request is used for performing the payment by bindings.

Request parameters:

Name Type Mandatory ~ Description

mdOrder ANS36 yes Order number in payment system. Is unique within payment system.

bindingld ANS36 yes The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed to create links.

params no An additional tag with the attributes for passing additional parameters of the merchant.”

language A2 no Language in 1ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by default (default language)
ip NS15 yes Customer IP address

cve N4 no CVC cod.

This parameter is mandatory, if the merchant does not have a permission "Can pay without CVC".

email ANS.* no Customer E-mail address

* Fields of additional informaiton to be stored. These filds may be transferred to a bank processing in order to display them in registers.**

This functionality may be enabled under the agreement with the bank during the integration. To send N parameters, the request must contain N
Params tags, where the name attribute contains the name and value attribute contains the value:

Name  Type Mandatory ~ Description
name  AN..20 yes Name of the additional parameter

value AN..1024 vyes Value of the additional parameter



** Fields "orderNumber" and its "description" are sent to the bank processing by default (not more than 99 simbols, the following simbols are
forbidden to use - %, +, \r, \n)

Response parameters:

Name Type  Mandatory Description
redirect ANS..* ifthereis no any errors  URL for redirection (SSL)/URL back with ACS (for 3DS)
info ANS..* yes The result of the payment attempt. Possible values are represented below:

® Your order is proceeded, redirecting...

® Operation declined. Please check the data and available balance of the card. Redirecting...
® Sorry, payment cannot be complete. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Can't connect with your bank. Please, contact with your bank. Redirecting...

® Processing timeout. Please, try again later. Redirecting...

errorCode N1 yes Completion code

errorMessage ANS..* in case of error Description of the ErrorCode error
acsUrl ANS..* in case of 3DS payment URL redirection to ACS

paReq ANS..* iin case of 3DS payment Payment Authentication Request

Possible codes for errors (the errorCode field):

Value Description

0 Successful

1 It is necessary to specify CVC2/CVV2, since the merchant does not have a permission to provide payments without CVC.
1 Incorrect CVC format

1 [mdOrder] is empty

1 [bindingld] is empty

1 Email address does not satisfy the pattern
1 Invalid language

2 No such order for specified user

2 Unknown binding

5 Access denied

5 User must change his password

5 Session is expired

7 System error

Request example:



<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmins:mer="http://engine.paymentgate.ru/webservices/merc

hant">
<soapenv:Header/>
<soapenv:Body>

<mer:paymentOrderBinding>
<order mdOrder="9213bc5f-5d5b-43d6-a408-b6b93cdde992" bindingld="ca91a4ab-b6d4-495d-b606-8fb0114e679e" language="ru"

ip="127.0.0.1" cvc="123" email="">

<|-Zeroormore Tepetitions:->

<params name="" value=""/>
</order>
</mer:paymentOrderBinding>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>
<ns1:paymentOrderBindingResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0" info="Your order is proceeded, redirecting..." redirect="http://example.ru?orderld=9213bc5f-5d5b-43d6-a408-b6b9

3cdde992"/"/>
</ns1:paymentOrderBindingResponse>
</soap:Body>
</soap:Envelope>

Unbind card request

Use unBindCard request to deactovate binding.

Request parameters:

Name Type Mandatory ~ Description

bindingld ANS36 yes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use bindings

Response parameters:

Name Type  Mandatory Description

errorCode N1 yes Completion code

errorMessage ANS..* in case of error Description of the error

Possible codes for errors (the errorCode field):

Value  Description

5 Access denied

5 User must change his password
2 Binging isn't active

2 Binding doesn't exist

7 System error


http://schemas.xmlsoap.org/soap/envelope/
http://engine.paymentgate.ru/webservices/merchant
http://engine.paymentgate.ru/webservices/merchant
http://schemas.xmlsoap.org/soap/envelope/
http://engine.paymentgate.ru/webservices/merchant

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:unBindCard>
<bindingld>fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc</bindingld>

</mer:unBindCard>
</soapenv:Body>
</soapenv:Envelope>

Response example:
<soap:Envelope xmIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:unBindCardResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0" errorMessage="YcnewHo"/>
</ns1:unBindCardResponse>

</soap:Body>
</soap:Envelope>

Bind card request

Use bindCard request to activate binding deactivated earlier.

Request parameters:

Name Type Mandatory ~ Descrption

bindingld ANS36 yes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use bindings

Response parameters:

Name Type  Mandatory Descrption

errorCode N1 yes Completion code

errorMessage ANS..* in case of error Description of the error

Possible codes for errors (the errorCode field):

Value  Description

2 Binding is active

2 Binding doesn't exist

5 Access denied

5 User must change his password

7 System error

Request example:


http://schemas.xmlsoap.org/soap/envelope/
http://engine.paymentgate.ru/webservices/merchant

<soapenv:Envelope xmlIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:bindCard>
<bindingld>fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc</bindingld>
</mer:bindCard>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:bindCardResponse xmins:ns1="http://engine.paymentgate.ru/webservices/merchant">

<return errorCode="5" errorMessage="lonb3oBaTenb JOIMKEeH CMEHUTb CBOW Nnapornb"/>
</ns1:bindCardResponse>
</soap:Body>
</soap:Envelope>

Request to change binding expiry date

To change expiry date of the binding use extendBinding request.

Request parameters:

Name Type Mandatory ~ Description
bindingld ANS36 yes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use bindings
newExpiry N6 yes New date (year and month) of binding expiry in YYYYMM format
language A2 no Language in 1ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by default (default language)

Response parameters:

Name Type Mandatory Description
errorCode N1 yes Completion code

errorMessage ANS..* in case of error Description of the error
Possible codes for errors (the errorCode field):

Value  Description

0 No system error

1 One or more mandatory parameters are not specified or specified incorrectly
2 Binding not found

5 Access denied

5 User must change his password

7 System error

Request example:



<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:extendBinding>
<request language="" bindingld="f4e38f82-d62c-4179-8fe7-908613c445be" newExpiry="201508"/>
</mer:extendBinding>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:extendBindingResponse xmlIns:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0" errorMessage="Success"/>
</ns1:extendBindingResponse>
</soap:Body>
</soap:Envelope>

Merchant bindings list request
Use getBindings request to receive a list of merchant bindings.

Request parameters:;

Name  Type Mandatory ~ Description

clientld AN..255 vyes Client number (identifier) in the merchant system, transferred during the order registration. Presents only if a merchant is allowed to create
bindings.

Response parameters:

Name Type Mandatory Description
errorCode N1 yes Completion code
errorMessage ANS..*  in case of Description of the error

error

OnemeHT binding (coctout 13 bindingld, maskedPan
n expiryDate):

bindingld AN..255 no Identifier of the binding created with payment or used for payment. It can exist only if the merchant
is allowed to use bindings

maskedPan N..19 no Masked number of the card that was used for payment. Specified only for paid orders.

expiryDate N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

Possible codes for errors (the errorCode field):



Value  Description

1 [clientld] is empty

2 Data not found

5 Access denied

5 User must change his password
7 System error

Request example:

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:mer="http://engine.paymentgate.ru/webservices/merchant">
<soapenv:Header/>
<soapenv:Body>
<mer:getBindings>
<request clientld="client"/>
</mer:getBindings>
</soapenv:Body>
</soapenv:Envelope>

Response example:

<soap:Envelope xmlIns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns1:getBindingsResponse xmIns:ns1="http://engine.paymentgate.ru/webservices/merchant">
<return errorCode="0" errorMessage="YcnewHo">
<bindings>
<binding bindingld="fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc" maskedPan="4000 00** **** **02" expiryDate="201512"/>

</bindings>
</return>
</ns1:getBindingsResponse>
</soap:Body>
</soap:Envelope>

REST interface

Payment by binding request

PaymentOrderBinding request is used for performing the payment by bindings (see "Address data for connections (bindings functionality)"
section).

Request parameters:

Name Type Mandatory  Description

userName AN..30 vyes Shop login obtained during connection

password AN..30 vyes Shop password obtained during connection

mdOrder  ANS36 yes Order number in payment system. Is unique within payment system.

bindingld  AN..255 yes The identifier of a link created during order payment or used for payment. Presents only if a shop is allowed to create
links.

cve N..3 no CVC code.

This parameter is mandatory, if the merchant does not have a permission "Can pay without CVC".

language A2 no Language in ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by
default (default language)



Response parameters:

Name Type  Mandatory Description
redirect ANS..* in case of SSL payment URL to which the user is redirected after the payment
info ANS..* yes The result of the payment attempt. Possible values are represented below:

® Your order is proceeded, redirecting...

® Operation declined. Please check the data and available balance of the card. Redirecting...
® Sorry, payment cannot be complete. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with merchant. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Payment declined. Please, contact with your bank. Redirecting...

® Can't connect with your bank. Please, contact with your bank. Redirecting...

® Processing timeout. Please, try again later. Redirecting...

errorCode N1 yes Completion code
error ANS..* in case of error Description of the ErrorCode error
acsUrl ANS..* in case of 3DS payment URL redirection to ACS

paReq ANS..* iin case of 3DS payment Payment Authentication Request

success N1 yes Code of the error
error AN..* in case of error Description of the ErrorCode error
acsUrl ANS..* in case of 3DS payment URL for redirection from ACS

paReq ANS..* in case of 3DS payment Payment Authentication Request

termUrl ANS..* in case of 3DS payment Payment Authentication Request

Possible codes for errors (the success field):

Value Description

0 Success

1 It is necessary to specify CVC2/CVV2, since the merchant does not have a permission to provide payments without CVC.
1 Incorrect CVC format

1 Invalid language

2 No binding found

2 No order found

5 User must change his password

5 Access denied

7 System error

POST request example:

mdOrder=65401edc-3fa1-4112-87fd-a569ca69fb6a&bindingld=41954212-70a7-4eae-8430-90c1a87beda7

Response example:

{"info":"Your order is proceeded,
redirecting...","redirect":"finish.html?login=username&password=password&orderld=65401edc-3fa1-4112-87fd-a569ca69fb6a","success":0)\



Unbind card request

Use unBindCard request to deactovate binding (see "Address data for connections (bindings functionality)" section).

Request parameters:

Name Type Mandatory ~ Description
userName AN..30 yes Merchant's login received during registration
password AN..30 yes Merchant's password received during registration
bindingld  AN..255 yes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use
bindings
Response parameters:
Name Type Mandatory Description
errorCode N3 yes Completion code

errorMessage AN..512 in case of error Description of the error

Possible codes for errors (the errorCode field):

Value Description

2 Binding doesn't exist

2 Binging isn't active

5 User must change his password
5 Access denied

7 System error

GET Request example:

https://server/application_context/rest/unBindCard.do?userName= userName&password=password&bindingld=fd3afc57-c6d0-4e08-aaef-1b7cf
eb093dc

POST Request example:

bindingld=fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc

Response example:

{"errorCode":"2","errorMessage":"Binging isn't active"}

Bind card request
Use bindCard request to activate binding (see "Address data for connections (bindings functionality)" section).
Request parameters:

Name Type Mandatory  Description

userName AN..30 vyes Merchant's login received during registration.



password AN..30 vyes Merchant's password received during registration.

bindingld  AN..255 vyes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use
bindings

Response parameters:

Name Type Mandatory Description
errorCode N3 yes Completion code

errorMessage AN..512 in case of error Description of the error

Possible codes for errors (the errorCode field):

Value Description

2 Binging is active

2 Binding doesn't exist

5 User must change his password
5 Access denied

7 System error

GET Request example:

https://server/application_context/rest/bindCard.do?userName= userName&password=password&bindingld=fd3afc57-c6d0-4e08-aaef-1b7cfeb
093dc

POST Request example:

bindingld=fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc

Response example:

{"errorCode":"2","errorMessage":"Binding is active"}

Request to change binding expiry date
To change expiry date of the binding use extendBinding.do request (see "Address data for connections (bindings functionality)" section).

Request parameters:

Name Type Mandatory =~ Description

userName AN..30 yes Merchant's login received during registration.

password AN..30 vyes Merchant's password received during registration.

bindingld  ANS36 yes Identifier of the binding created with payment or used for payment. It can exist only if the merchant is allowed to use
bindings

newExpiry N6 yes New date (year and month) of binding expiry in YYYYMM format

language A2 no Language in ISO 639-1 code. If it is not specified then the language which is specified in shop settings will be used by

default (default language)



Response parameters:

Name Type Mandatory Description
errorCode N1 yes Completion code

errorMessage ANS..* in case of error Description of the error

Possible codes for errors (the errorCode field):

Value Description

0 No system error

1 One or more mandatory parameters are not specified or specified incorrectly
2 Binding not found

5 Access denied

5 User must change his password

7 System error

GET request example:

https://server/application_context/rest/extendBinding.do?
userName=login&password=password&bindingld=f4e38f82-d62c-4179-8fe7-908613c445be&
newExpiry=201612&language=ru

POST request example:

bindingld=f4e38f82-d62c-4179-8fe7-908613c445be&
newExpiry=201612&language=ru

Response example:

{"errorCode":"0","errorMessage":"Success"}

Merchant bindings list request
Use getBindings request to receive a list of merchant bindings (see "Address data for connections (bindings functionality)" section).
Request parameters:

Name Type Mandatory  Description
userName AN..30 vyes Merchant's login received during registration

password AN..30 vyes Merchant's password received during registration



clientld AN..255 yes Client number (identifier) in the merchant system, transferred during the order registration. Presents only if a merchant is
allowed to create bindings.

Response parameters:

Name Type Mandatory  Description
errorCode N1 yes Completion code
errorMessage AN..512 in case of Description of the error

error

OnemeHT binding (coctomT 13 bindingld,
maskedPan n expiryDate):

bindingld AN..255 no Identifier of the binding created with payment or used for payment. It can exist only if
the merchant is allowed to use bindings

maskedPan N..19 no Masked number of the card that was used for payment. Specified only for paid
orders.

expiryDate N6 no Card expiration date in the YYYYMM format. Specified only for paid orders.

Possible codes for errors (the errorCode field):

Value Description

1 [clientld] is empty

2 Data not found

5 Access denied

5 User must change his password
7 System error

GET Request example:

https://server/application_context/rest/getBindings.do?userName=userName&password=password&clientld=client

POST Request example:

clientld=client

Response example:

{"bindings":[{"bindingld":"fd3afc57-c6d0-4e08-aaef-1b7cfeb093dc","maskedPan":"4000 00** ****
**02""expiryDate":"201512"}],"errorCode":"0","errorMessage":"YcnelwHo"}

Appendix 2. Response codes - actionCode description (processing answer)

Kog otBeTa — aTo undposoe o0603HaveHne pesynbTaTta, K KOTOpoMYy npueersio o6pau.1eHMe K CUCTeme CO CTOpPOHbI nonb3oBaTtens. B cuctreme
onpefeneHbl cneayruwne Koabl:

Action code - digital code of a result received after a client addressed to the system. The following codes exist in the system:

Action error_id error_message Onucaxue / Description CoobLeHne Ha nnatéxHou ctpaHule / Message on the
code payment page



-20010

-9000

-3003

-2102

-2101

-2020

-2019

-2018

-2017

-2016

-2015

-2013

-2012

-2011

-2010

-2008

-2007

-2006

-20010

-9000

-3003

-2102

-2101

-2020

-2019

-2018

-2017

-2016

-2015

-2013

-2012

-2011

-2010

-2008

2007

2006

BLOCKED_BY_LIMIT

Started

HewnssecTHO
BriokvpoBka no nmexu
naccaxupa

Brokvposka no e-mail

Mony4yeH HesepHbI ECI

Decline by iReq in PARes

Declined. DS connection
timeout

OTknoHeHo. CtaTtyc
PARes-a He "Y"

Declined. VeRes status is

unknown

Decline by iReq in VERes

McyepnaHbl momnbITkn
onnatbl

Operation not supported

Declined. PaRes status is
unknown

Hecoenagenne XID

HeBepHbIi kowenék

Decline. Payment time limit

Decline. 3DSec decline

TpaH3akumsi OTKIOHEHa Mo NPUYUHE TOro, YTO pasmep
nnarexa npeBbICUN YCTaHOBMNEHHbIE NIMMUTLI
BaHkom-amuteHToM /

Transaction is rejected since the amount exceeds limits
specified by the Issuing bank

CocTosiHue Havana TpaH3akuuu / State of transaction start

HeunssectHo / Unkown

BrokvpoBska no nmexn naccaxupa / Regect by a
passanger name

Bnokuposka no e-mail / Reject by email

MonyyeH HeBepHbI ECI. Koa BbicTaBnsieTcs B ToM
cnyvae, ecnu npuwepwuii B PaRes ECI He cooTBeTCcTBYET
[onycTuMomy 3HadeHuo Ana aasHon MIC. Mpasuno
paboTaeT Tonbko Ana Mastercard (01,02) n Visa (05,06),
rae 3HauyeHus B ckobkax - gonyctumble ans MIC. /

Invalid ECI. This code means that ECI received in PaRes
is not valid for the IPS. The rule applies only to Mastercard
(available values - 01,02) and Visa (available values -
05,06)

PARes oT amuTeHTa cogepxuT iReq, Bcneacteue yero
nnaTex 6bln OTKNOHEH /

PARes from the issuing bank contains iReq, which caused
the payment rejection

Directory server Visa unu MasterCard nu6o HefocTyneH,
nmbo B OTBET Ha 3anpoc BoBrevyeHHocTH kapThl (VeReq)
npuwna ownbka ceAsn. 1o owmnbka B3aMMoaencTBUs
nnatexHoro Lunto3a n cepsepos MIMNC no npuunHe
TEXHUYECKUX HEMOMAAOK Ha CTOPOHE NOCNeAHMX. /
There is no access to Directory server Visa or MaterCard
or a connection error occured after card involvement
request (VeReq). This is an error of interacion between
payment gate and IPS servers due to technical problems
on the side of IPS servers.

OtknoHeHo. CtaTtyc PARes-a He "Y"/ Rejected. PARes
status is not "Y"

BaHK-aMUTEHT He CMOor onpeaenuTb, SIBISETCA N kapTa
3dsecure. / Issuing bank could not determine if the card is
3dsecure.

VERes ot DS copepxut iReq, Bcrieactaue Yero nnatex
6bin oTknoHeH. / VERes from DS contains iReq, which
caused the payment rejection.

Wcyepnanbl nonbiTkn onnatel. / All payment attempts were
used.

[aHHasi onepauusa He nogaepxvisaetcst. / This operation is
not supported.

BaHK-aMUTEHT He CMOT NPOBECTH aBTOpU3aLio
3dsecure-kapThl / Issuing bank was not able to perform
3dsecure card authorization.

Hecosnagenwue XID. / Mismatching of XID.

HeBepHbiit kowwenék. / Wrong purse.

McTek cpok, oTBefieHHbI Ha BBOA A@HHbIX KapThbl C
MOMEHTa perucTpaumm nnartexa (TainmayT no
yMonuaHuio - 20 MUHYT; NPOLOIKUTENBHOCTb CeCCUm
MoXeT GbITb ykasaHa Npu perucTpaumm 3akasa; ecnu y
MepyaHTa ycTaHoBneHa npusunervst "HecrtangapTtHas
NPOAOMKMUTENBbHOCTL ceccumn”, To 6epétcs nepuos,
yKa3HaHHbI B HACTpOKax MepyaHTa). /

The period allotted for card details entering has expired (by
default timeout is 20 minutes; session duration may be
specified while order registering; if the merchant has
"Alternative session timeout" permission, then timeout
duration is specified in merchant settings).

O3HavaeT, YTo 3MUTEHT OTKIMOHWUN ayTeHTudmKauuo (3DS
aBTOpu3auus He nporaeHa) / Means that issuing bank
rejected authentication (3DS authorization has not been
performed).

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTMBLUMIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTknoHeHa. O6paTtuTeck B MarasvH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. ObpaTuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus otknoHeHa. ObpaTuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus otknoHeHa. O6paTuteck B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTMBLIMIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTuTech B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUMIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUMIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. MNpoBepbTe BBeAEHHbIE AaHHbIE,
[0CTaTOMHOCTb CPEACTB Ha KapTe U NoBTOpUTE onepauuio. /

Operation declined. Please check the data and available balance

of the card.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /

Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTtuTeck B MarasvH. / Payment
declined. Please, contact with merchant.

McTek cpok oxuaaHnsa BBoda AaHHbIX. / Payment declined.
Please, contact with merchant.

Onepauysi HeBO3MOXHa. AyTEHTUMKALMUA AepKaTens kapTbl

3aBeplueHa HeycnelHo. / Payment declined. Please, contact with

your bank.



-2005 2005 Decline. 3DSec sign error OsHayvaer, 4TO Mbl HE CMOrNI NPOBEPUTL NOANUCH Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTMBLUMIA KapTy. /
aMUTeHTa, To ecTb PARes 6bin YyaTaemsblin, HO noagnucaH Payment declined. Please, contact with your bank.
HeBepHo. / Means that RBS could not check issuing bank
sign, i.e. PARes was readable, but the sign was wrong.

-2003 -2003 Brokvposka no nopty Bnokvposka no nopry. / Blocking by port. Onepauus oTknoHeHa. ObpaTutech B marasuH. / Payment
declined. Please, contact with merchant.

-2002 2002 Decline. Payment over limit ~ TpaHsakums OTKNOHeHa No NPUYMHE TOro, YTO pasmep Onepauus oTknoHeHa. O6paTtuteck B marasuH. / Payment
nnartexa npesbICUN YCTaHOBMEHHbIE MUMUTLI. declined. Please, contact with merchant.
MpumeyaHue: nmeeTcs B BUAY NGO NUMUTLI
BaHka-akBaiiepa Ha gHeBHoW o6opoT MarasuHa, nmbo
nuMuTbl MarasuHa Ha o60opoT No oAHOM kapTe, Nubo
nMMuT MarasuHa no ofHoI onepaumu.

/

Transaction was rejected because payment amount
exceeded established limits. Note: it could be limit of day
withdrawal established by Bank-acquirer, or limit of
transaction by one card established by a merchant, or limit
for one transaction established by a merchant.

-2001 2001 Decline. IP blacklisted TpaH3akumsa OTKIOHEeHa No NpuyKHe Toro, Yto IP-agpec Onepauus oTknoHeHa. ObpaTuteck B MarasuH. / Payment
KnueHTa BHeceH B YepHbI cnucok. / Transaction is declined. Please, contact with merchant.
rejected since Client's IP-address is in the black list.

-2000 2000 Decline. PAN blacklisted TpaH3akumsa OTKIIOHEHa MO NPUYMHE TOro, YTO KapTa Onepauus oTknoHeHa. ObpaTuteck B MarasuH. / Payment
BHeCeHa B YepHblii cnncok. / Transaction is rejected since  declined. Please, contact with merchant.
card number in in the black list.

-102 -102 MnaTex oTMeHeH [MnaTex oTMeHeH NnaTexHbIM areHTom. / The payment -
NNaTeXxHbIM areHToM was cancelled by the payment agent.

-100 -100 no_payments_yet He 6bino nonbiTok onnartel. / There were not payment -
attempts.

-1 -1 sv_unavailable McTekno BpeMs oxuaaHus oTBeTa OT NPOLECCUHIOBOW He nony4yeH otBeT oT 6aHka. MNMoeTopuTe noaxe. / Processing
cuctemsl. / The timer of waiting of processing response timeout. Please, try again later.
has expired.

0 0 Approved. MnaTex ycnewHo npowen. / Payment has been performed -
successfully.

1 1 Declined. Honor with id [ins ycneluHoro 3aBepLueHust TpaH3akuumn TpebyeTcs Onepauus oTknoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
noaTeepxaeHne nuyHoctu. B cnyyae Payment declined. Please, contact with your bank.

VNHTEPHET-TPaH3aKLM (COOT-HO 1 B HaLLEM) HEBO3MOXHO,
noatomy cuntaetcs kak declined. / Proof of identity is
necessary for successful completion of the transaction. In
case of internet transaction (our case) it is impossible, so
transaction is considered as declined.

5 5 Decline. Unable to process  OTka3 ceTu npoBoauTb TpaHsakumio. / Refuse of network to = Onepauus oTknoHeHa. O6paTtuTech B 6aHK, BbIMyCTUBLUMIA KapTy. /
process transaction. Payment declined. Please, contact with your bank.

15 15 DECLINED_BY_BADINSTIT MIIC He cmorna onpeaenuTts aMuTeHTa kapTol. / IPS Owwnbka nposefeHnsa nnatexa. Monpobyiite nosgHee. Ecnn
cannot identify the issuing bank. NaHHasi olunbka BO3HWKIa MOBTOPHO, obpaTtuTech B Balu 6aHk

Ansi pa3bsAcHeHWs NpuunH. TenedoH 6aHka fonmkeH BbiTb ykasaH
Ha obpaTHoii cTopoHe kapThbl. / Payment error. Try again later. If

this error occures repeatedly, please contact your bank for more

details. You can find bank telephone number on the back side of
your bank card.

100 100 Decline. Card declined OrpaHuyeHune no kapTte (baHk SMUTEHT 3anpeTun Onepauus oTknoHeHa. O6paTuteck B 6aHK, BbINyCTUBLUMIA KapTy. /
VHTEepHeT TpaH3akuuu no kapte). / Card limits (Issuing Payment declined. Please, contact with your bank.
bank forbade internet transactions by the card).

101 101 Decline. Expired card UcTtek cpok aenctaus kapTbl. / Card is expired. Onepauus oTkrnoHeHa. MNpoBepbTe BBeA€HHbIE AaHHbIE,
[0CTaTOYHOCTb CPEACTB Ha KapTe v NoBTOpWTE onepauuio. /
Operation declined. Please check the data and available balance
of the card.

103 103 Decline. Call issuer HeT cBa3u ¢ baHkoM-OmuTeHTOM. TOproBoi Touke Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
HeobxoauMo cBsi3aTbes ¢ 6aHkoM-aMuTeHToM. / There is Payment declined. Please, contact with your bank.
no connection with the Issuing bank. Sales oulet need to
contact Issuing bank.

104 104 Decline. Card declined MonbiTka BbINOMHEHWSI Onepauuy Mo cYeTy, Ha Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
1cronb3oBaHVe KOTOPOro HanoxeHbl orpaHuyenust. / This  Payment declined. Please, contact with your bank.
is an attempt to perform a transaction by an account that
has restrictions for use.

106 106 MpeBbilLEHO AonycTUMOoe MpeBbiLLeHo fonycTMoe Yncno nonbiTok BBoaa MUH. Onepauus oTkrnoHeHa. O6paTutech B marasuH. / Payment
yucno nonbitok BBoAa MH.  BeposiTHO kapTa BpeMeHHO 3abnokvpoBaHa. / The declined. Please, contact with merchant.
BeposiTHO kapTa BpeMeHHO  maximum number of attempts to enter PIN is exceeded. It
3abnokvpoBaHa. is possible that the card is blocked temporary.
107 107 Decline. Call issuer Cnepnyet obpatuthbesa k baHky-OmutenTy. / Please, contact = Onepauus otknoHeHa. O6patuteck B 6aHK, BbINyCTUBLLWIA KapTy. /
Issuing bank. Payment declined. Please, contact with your bank.
109 109 Decline. Invalidnj merchant ~ HeBepHo yka3aH ugeHTudmkaTop MepyaHTa/TepMmnHana Onepauus otkrnoHeHa. O6paTutech B marasuH. / Payment
unn ACC 3abnokupoBaH Ha ypoBHe NpoLeccuHra. declined. Please, contact with merchant.

/
Merchant/terminal identifier is incorrect or ACC is blocked
on the processing level.
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Decline. Invalid amount

Decline. No card record

Decline. Not enough money

INCORRECT PIN

Decline.
SECURITY_VIOLATION u3
SV

Decline. Not allowed

Decline. Excds wdrwl limt

Decline. Excds wdrwl Itmt

Decline. Card declined

Decline. Card is lost

Decline. Card limitations
exceeded

PeBepcan obpaboTaH.

Decline. Invalid trans

Decline. Re-enter trans.

Decline. Format error

Decline. Host not avail.

HeBepHo yka3aHa cymma TpaH3akumu. / Transaction
amount is incorrect.

HesepHbIn Homep kapTel. / Card number is incorrect.

CymMma TpaH3aKumy npesbIllaeT JOCTYNHbIA OCTaToK
cpeacTB Ha BbIbpaHHOM cyeTe. / Transaction amount
exceeds the available balance of the selected account.

HeBepHo ykasaH NuH koA (He ANa UHTEPHEeT TpaH3akuui) /
Incorrect PIN (not for internet transactions).

TpaH3akuua HesakoHHa. / lllegal transaction.

OTka3 B NpoBeAEeHNN onepaLmn - TpaH3akums He
paspelueHa amuTeHToM. Koa oTBeTa nnaTexHown cetn - 57.
MpUYMHBI 0TKa3a HEOBXOAUMO YTOUHSTL Y SMUTEHTA.

/

Refusal to perform the operation - the transaction is not
allowed by Issuing bank. Response code of the IPS - 57.
Reasons for rejection should be specified an the issuing
bank.

MpeanpuHATa NONbITKa BbIMOHUTL TPAH3AKLIMIO HA CyMMY,
npeBbILLAtoOLLY0 JHEBHOW NIMMUT, 3afaHHbIN
6aHKkom-amuteHToM. / This is an attempt to perform
transaction of amount exceeding the day limit established
by the issuing bank.

MpeBbILLEeH NMMUT Ha YACIIO TPaH3aKLUWIA: KIUEHT
BbIMNOMHUM MakCUMarnbHO pa3peLLeHHOe YMCIIO TpaH3aKLuuii
B TEYEHWE NIMMUTHOTO LKA U NblTAeTcs NPOBECTY elle
opHy. / The client has performed the maximum number of
transactions during the limit cycle and tries to perform
another one.

HeBepHbliii Homep kapTol. [Mofo6Has owmbka MoxeT
03HayaTb psif Belleit: [MonbiTka Bo3BpaTta Ha Cymmy,
6ornblue xonaa, nonbiTka Bo3BpaTa Hyneson cyMmbl. Ans
AmEX - HeBEpHO yKa3aH CpoK AeiCTBUS KapTbl.

/

Card number is incorrect. This error may have several
meanings: Attempt to perform a refund of amount
exceeding the hold amount; Attempt to refund zero
amount; for AmEXx - expiry date is specified incorrectly.

Kapta yTepsiHa. / Card is lost.

MpeBebilweHbl orpaHnyeruns no kapte. / Card limitations
exceeded.

Pesepcan obpabotaH. / Reversal is processed.

OrpaHuyeHwe no kapTe (Bnagenew kapTbl NbITaeTcst
BbIMOMTHUTbL TPAH3aKLMIO, KOTOpasi ANsi HEro He
paspeluena). / Card limitations (Cardholder tries to perform
a transaction that is forbidden for him).

MpeanpuHsTa NonbITKa BbINOMHATL TPAH3AKLIMIO HA CYyMMY,
npeBbILLAtoLLY0 MUMUT, 3aAaHHbI 6aHKOM-3MUTEHTOM. /
Attempt to perform a transaction of amount exceeding
Issuing bank limit.

OWwmnBoYHBIN hopmaT CooBLLEHNS C TOYKM 3peHusi BaHka
amuTteHTa. / The message format is incorrect in terms of
the issuing bank.

HeT cBa3un ¢ baHkom, BeinycTuBlUMM Bawy kapty. Ans
[laHHOTO HOMepa KapTbl He paspelleHa aBTopusaums B
pexume stand-in (3TOT PEXMUM O3HAYAET, YTO AMUTEHT He
MOXET CBA3aTbCS C NNATEXHOW CETHIO U NOSTOMY
TpaH3akLusa BoO3MOXHa Nubo B odbdhraiiHe ¢
nocnegyoLlen Bbirpy3koi B 63k ocuc, nubo oHa byget
OTKIIOHEHa).

/

There is no connection with the Issuing bank. Authorization
in stand-in mode is not allowed for this card number (this
mode means that the Issuing bank is unable to connect to
the IPS, and therefore the transaction can be either offline
with further unloading to back office, or it can be declined).

Onepauus otknoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTUBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTknoHeHa. MpoBepbTe BBeAEHHbIE AaHHbIE,
[I0CTAaTOMHOCTb CPEACTB Ha KapTe 1 NOBTOpUTE onepauuto. /
Operation declined. Please check the data and available balance
of the card.

Onepauus oTknoHeHa. MpoBepbTe BBeAEHHbIE AaHHbIE,
[0CTaTO4YHOCTb CPEACTB Ha KapTe 1 NoBTOpUTE onepauuio. /
Operation declined. Please check the data and available balance
of the card.

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTMBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTknoHeHa. O6paTutecsh B 6aHK, BbINyCTMBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTUBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. MNpoBepbTe BBeAEHHbIE AaHHbIE,
[0CTaTOYHOCTb CPEACTB Ha KapTe v NoBTOpWTE onepauuio. /
Operation declined. Please check the data and available balance
of the card.

Onepauus otknoHeHa. ObpaTuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTuteck B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTkrnoHeHa. O6paTutech B 6aHK, BbIMyCTUBLUWIA KapTy. /
Payment declined. Please, contact with your bank.

HeT cBsian ¢ 6aHkom. MosTopuTe noaxe. / Can't connect with your
bank. Please, contact with your bank.
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Decline. Call issuer

Decline. Host not avail.

Decline. Invalid trans

Decline. Orig trans not
found

Declined by fraud

Decline. Data input timeout

Crapwus aBTopu3aumm 1

Crapus aBTopusaumm 2

Decline. Fraud

HesepHas onepauusi

Decline. SSL restricted

SSL without CVC forbidden

3DS rule failed

OpHodgasHble NnaTexw
3anpeLueHsb

3aka3 yxxe onnayeH
TpaH3sakums ewwé He
3aBepLUeHa

Cymma Bo3Bpata
NpeBbILWAET CyMMy onnaThbl

Owwnbka BbINONMHEHWS
3DS-npasuna

Terminal select rule error

RBS internal error

Decline. Input error

Decline. 3DSec comm error

Decline. Processing timeout

Decline. Processing timeout

Decline. General Error

Heso3moxHO nposecTu onepaumio (Ownbka
PYHKLIMOHNPOBAHWS CUCTEMbI, UMetoLLas obLLMiA
XapakTep. PUKCMpYeTCs NNaTEeXHON CeTbIo UNn
6aHkoM-amuTeHTOM). / Operation is impossible (General
error of the system functioning. May be detected by IPS or
the Issuing bank).

BaHk-aMuTeHT HepjocTyneH. / Issuing bank is not available.

HeBepHbIii hopmat coobLuenus (HenpaBunbHbii doopmat
TPaH3aKuuK ¢ TOUKW 3peHus ceTu). / The message format
is incorrect in terms of IPS.

He HalipeHa TpaH3akuus (Korga nocelnaeTtcs 3aBeplueHne
wnu reversal unu refund). / Transaction is not found (when
sending a completion, reversal or refund request).

OTCyTCTBYET Hayarno aBTopu3aLmm TpaH3aKLmu.
OTknoHeHo no poay unu owmnbka 3dsec. / The beginning
of the transaction authorization is missed. Declined by
fraud.

MycTo (BbICTaBNSIETCS B MOMEHT perucTpaumm
TpaH3aKLumu, T.e. Koraa elle o TpaH3akuum He 6bino
BBeAEHO faHHbIX kapT). / Empty (is specified at the
moment of transaction authorization, when card details are
not entered yet).

Crapus aBTtopusaumu 1. / Authorization phase 1.

Crapaus aBTopusaumu 2. / Authorization phase 2.

®popoBas TpaH3akuusi (MO MHEHUIO MPOLIECCUHIa Unn
nnatexHou cetu). / Fraud (in terms of IPS).

HesepHas onepauus. / Incorrect operation.

SSL (He 3d-Secure/SecureCode) TpaH3akumu 3anpeLleHbl
Marasuny. / SSL (not 3D-Secure/SecureCode)
transactions are forbidden for the Merchant.

Onnata yepe3 SSL 6e3 BBoga CVC2 3anpelueHa. /
Payment through SSL without CVC2 is forbidden.

Mnatex He COOTBECTBYET YCNOBMAM Npasuna Nposepku No
3ds. / Payment does not meet terms of the rule of 3ds
validation.

OpHodasHble NnaTexw 3anpetlueHsl. / One-phase
payments are forbidden.

3akas yxxe onnayeH. / The order is payed.

TpaH3sakumsi ewwé He 3aBeplueHa. / The transaction is not
completed.

Cymma Bo3BpaTa npeBbillaeT cymmy onnatbl. / Refund
amount exceeds deposited amount.

Owwbka BbinonHeHust 3DS-npaswuna / Error of 3DS rule
execution.

OwwGka BbINONHEHUs NpaBuna Bbibopa TepMuHana
(npaBwuno HekoppekTHo). / Terminal select rule error (rule is
incorrect).

BHyTpeHHuit kog oTkasa PBC. / RBS internal error.

BBeneHbl HenpaBunbHble NapameTpsbl kapThl. / Entered
card details are incorrect.

3-D Secure - owwnbka cssu. / 3-D Secure - communication
error.

TanmayT B npoueccuHre. He yganock otnpasuth. /
Processing timeout. Sending is failed.

TanmayT B npoLeccuHre. Yaanocb oTnpasuTb, HO He
nonyyeH oTeeT oT 6aHka. / Processing timeout. Sending is
success, response from the bank was not received.

Kop otkasa PBC. / RBS general error.

Onepauus oTknoHeHa. O6paTutech B 6aHK, BbINyCTMBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

HeT cBsiau ¢ 6aHkom. MoBTopuTe noaxe. / Can't connect with your
bank. Please, contact with your bank.

Onepauus oTknoHeHa. O6paTuteck B 6aHK, BbINyCTUBLUMIA KapTy. /
Payment declined. Please, contact with your bank.

Onepauus oTknoHeHa. O6paTtuTeck B MarasvH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTtuTeck B MarasvH. / Payment
declined. Please, contact with merchant.

He nony4yeH oTBeT oT 6aHka. MNMosTopuTe noaxe. / Processing
timeout. Please, try again later.

Onepauus oTkrnoHeHa. O6paTutech B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTuTech B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTtuTeck B MarasvH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. ObpaTuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus otknoHeHa. ObpaTuteck B MmarasuH. / Payment
declined. Please, contact with merchant.

Onepauus otknoHeHa. ObpaTuteck B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTknoHeHa. O6paTuteck B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTuteck B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTutech B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. O6paTutech B marasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

Onepauus oTkrnoHeHa. MNpoBepbTe BBeAEHHbIE AaHHbIE,
[0CTaTOYHOCTb CPEACTB Ha KapTe v NoBTOpWTE onepauuio. /
Operation declined. Please check the data and available balance
of the card.

Onepauus oTkrnoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.

He nonyueH oteeT oT 6aHka. MosTopuTe No3xe. / Processing
timeout. Please, try again later.

He nony4yeH oTBeT oT 6aHka. MNMosTopuTe noaxe. / Processing
timeout. Please, try again later.

Onepauus oTknoHeHa. ObpaTutech B MarasuH. / Payment
declined. Please, contact with merchant.
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